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QUESTION 1

Where should the LILO code reside, on a system with only one installation of Linux and no other operating systems? 

A. In the master boot record 

B. In the boot sector 

C. In the /boot directory 

D. At the start of the kernel 

Correct Answer: A 

 

 

QUESTION 2

A company is transitioning to a new domain name and wants to accept e-mail for both domains for all of its users on a
Postfix server. Which configuration option should be updated to accomplish this? 

A. mydomain 

B. mylocations 

C. mydestination 

D. myhosts 

E. mydomains 

Correct Answer: C 

 

 

QUESTION 3

Where is the user foo\\'s procmail configuration stored, if home directories are stored in /home? Please enter the
complete path to the file. 

Correct Answer: /home/foo/.procmailrc  

 

QUESTION 4

A server is being used as a smurf amplifier, whereby it is responding to ICMP Echo-Request packets sent to its
broadcast address. To disable this, which command needs to be run? 

A. ifconfig eth0 nobroadcast 



B. echo "0" > /proc/sys/net/ipv4/icmp_echo_accept_broadcasts 

C. iptables -A INPUT -p icmp -j REJECT 

D. echo "1" > /proc/sys/net/ipv4/icmp_echo_ignore_broadcasts 

E. echo "1" > /proc/sys/net/ipv4/icmp_echo_nosmurf 

Correct Answer: D 

 

 

QUESTION 5

When configuring a PPP dial-in server, which option is used (in the pppd configuration file) to enable user authentication
against the system password database? 

A. login 

B. auth 

C. local 

D. password 

E. user 

Correct Answer: A 

 

 

QUESTION 6

To allow X connections to be forwarded from or through an SSH server, what configuration keyword must be set to yes
in the sshd configuration file? 

A. AllowForwarding 

B. ForwardingAllow 

C. X11ForwardingAllow 

D. X11Forwarding 

Correct Answer: D 

 

 

QUESTION 7

Connecting to a remote host on the same LAN using ssh public-key authentication works but forwarding X11 doesn\\'t.



The remote host allows access to both services. Which of the following can be the reason for that behavior? 

A. The remote user\\'s ssh_config file disallows X11 forwarding 

B. The remote server\\'s sshd_config file disallows X11 forwarding 

C. A different public key has to be used for X11 

D. X11 cannot be forwarded if public-key authentication was used 

E. X11 though SSH needs a special X11 server application installed 

Correct Answer: B 

 

 

QUESTION 8

Which of these tools can provide the most information about DNS queries? 

A. dig 

B. nslookup 

C. host 

D. named-checkconf 

E. named-checkzone 

Correct Answer: A 

 

QUESTION 9

Which environment variables are used by ssh-agent? (Please select TWO variables) 

A. SSH_AGENT_KEY 

B. SSH_AGENT_SOCK 

C. SSH_AGENT_PID 

D. SSH_AUTH_SOCK 

E. SSH_AUTH_PID 

Correct Answer: BC 

 

QUESTION 10

What must be done on a host to allow a user to log in to that host using an SSH key? 



A. Add their private key to ~/. ssh/authorized_keys 

B. Reference their public key in ~/. ssh/config 

C. Run ssh-agent on that host 

D. Add their public key to ~/. ssh/authorized_keys 

E. Reference their private key in ~/. ssh/config 

Correct Answer: D 

 

QUESTION 11

Which of the following Samba configuration parameters is functionally identical to the parameter read only=yes? 

A. browseable=no 

B. read write=no 

C. writeable=no 

D. write only=no 

E. write access=no 

Correct Answer: C 

 

 

QUESTION 12

What does the following procmail configuration section do? 

:0fw 

*

 

A. 

procmail sends all email older than 256000 seconds to the external program foo 

B. 

If an email contains a value less than 256000 anywhere within it, procmail will process the email with the program foo 

C. 

procmail sends mail containing less than 256000 words to program foo 

D. 



The program foo is used instead of procmail for all emails larger than 256000 Bytes 

E. 

If the email smaller than 256000 Bytes, procmail will process it with the program foo 

Correct Answer: E 
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