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QUESTION 1

Why should user populations be segmented? 

A. To allow resources to be shared among employees 

B. To allow appropriate collaboration, and prevent inappropriate resource sharing 

C. To prevent appropriate collaboration 

D. To provide authentication services 

E. To prevent the generation of audit trails from gateway devices 

Correct Answer: B 

 

QUESTION 2

How do virtual corporations maintain confidentiality? 

A. Encryption 

B. Checksum 

C. Data hashes 

D. Redundant servers 

E. Security by obscurity 

Correct Answer: A 

 

QUESTION 3

Which of the following is NOT a concern for enterprise physical security? 

A. Network Intrusion Detection Systems 

B. Social engineering 

C. Dumpster diving 

D. Property theft 

E. Unauthorized access to a facility 

Correct Answer: A 

 

QUESTION 4



_________ is a smaller, enhanced version of the X.500 protocol. It is used to provide directory-service information.
(Choose the BEST answer.) 

A. Lightweight Directory Access Protocol 

B. X.400 Directory Access Protocol 

C. Access control list 

D. Lightweight Host Configuration Protocol 

E. Role-based access control 

Correct Answer: A 

 

QUESTION 5

Which of the following calculations is used when selecting countermeasures? 

A. Annualized Rate of Occurrence 

B. Single Loss Expectancy 

C. Annualized Loss Expectancy 

D. Business Impact Analysis 

E. Business Continuity Plan 

Correct Answer: C 

 

QUESTION 6

The items listed below are examples of ___________________ controls. 

*Procedures and policies *Employee security-awareness training *Employee background checks *Increasing
management security awareness 

A. Technical 

B. Administrative 

C. Role-based 

D. Mandatory 

E. Physical 

Correct Answer: B 

 

QUESTION 7



A(n) _______________ is an unintended communication path that can be used to violate a system security policy. 

A. Covert channel 

B. Integrity axiom 

C. Simple rule violation 

D. Inferred fact 

E. Aggregated data set 

Correct Answer: A 

 

QUESTION 8

How is bogus information disseminated? 

A. Adversaries sort through trash to find information. 

B. Adversaries use anomalous traffic patterns as indicators of unusual activity. They will employ other methods, such as
social engineering, to discover the cause of the noise. 

C. Adversaries use movement patterns as indicators of activity. 

D. Adversaries take advantage of a person\\'s trust and goodwill. 

E. Seemingly, unimportant pieces of data may yield enough information to an adversary, for him to disseminate
incorrect information and sound authoritative. 

Correct Answer: E 

 

QUESTION 9

INFOSEC professionals are concerned about providing due care and due diligence. With whom should they consult,
when protecting information assets? 

A. Law enforcement in their region 

B. Senior management, particularly business-unit owners 

C. IETF enforcement officials 

D. Other INFOSEC professionals 

E. Their organizations\\' legal experts 

Correct Answer: E 

 

QUESTION 10



When should procedures be evaluated? 

A. When new functional users join an organization 

B. On the anniversary of the procedures\\' implementation 

C. Each time procedures are used 

D. Whenever business processes are modified 

E. When new exploits and attacks are discovered 

Correct Answer: D 

 

QUESTION 11

Distinguish between the role of the data owner and the role of the data custodian. Complete the following sentence. The
data owner is the: 

A. department in the organization responsible for the data\\'s physical storage location. The data custodian is anyone
who has access the data for any reason. 

B. person or entity who accesses/and or manipulates data or information, in the course of assigned duties. The data
custodian is a person or process with the appropriate level of privilege to access the data. 

C. person or entity ultimately responsible for the security of an information asset. The data custodian is the person or
entity responsible for imposing and enforcing policies and restrictions, dictated by the data owner. 

D. person or process that originally creates the information. The data custodian is a role that shifts to any person or
process currently accessing the data, and passes to the next person or process to access the data. 

E. person or entity responsible for imposing and enforcing policies and restrictions, dictated by the functional user. The
data custodian is a person or process who accesses and/or manipulates the information. 

Correct Answer: C 

 

QUESTION 12

Which of these metrics measure how a biometric device performs, when attempting to authenticate subjects? (Choose
THREE.) 

A. False Rejection Rate 

B. User Acceptance Rate 

C. Crossover Error Rate 

D. False Acceptance Rate 

E. Enrollment Failure Rate 

Correct Answer: ACD 
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