
 

 

 

 

Vendor:Cisco

Exam Code:200-201

Exam Name:Understanding Cisco Cybersecurity
Operations Fundamentals (CBROPS)

Version:Demo

 

 



QUESTION 1

What is rule-based detection when compared to statistical detection? 

A. proof of a user\\'s identity 

B. proof of a user\\'s action 

C. likelihood of user\\'s action 

D. falsification of a user\\'s identity 

Correct Answer: B 

 

QUESTION 2

An engineer needs to fetch logs from a proxy server and generate actual events according to the data received. Which
technology should the engineer use to accomplish this task? 

A. Firepower 

B. Email Security Appliance 

C. Web Security Appliance 

D. Stealthwatch 

Correct Answer: C 

 

 

QUESTION 3

An organization is cooperating with several third-party companies. Data exchange is on an unsecured channel using
port 80 Internal employees use the FTP service to upload and download sensitive data An engineer must ensure
confidentiality while preserving the integrity of the communication. Which technology must the engineer implement in
this scenario\\'? 

A. X 509 certificates 

B. RADIUS server 

C. CA server 

D. web application firewall 

Correct Answer: A 

 

QUESTION 4



Refer to the exhibit. 

Which packet contains a file that is extractable within Wireshark? 

A. 2317 

B. 1986 

C. 2318 

D. 2542 

Correct Answer: D 

 

QUESTION 5

What is the difference between deep packet inspection and stateful inspection? 

A. Stateful inspection verifies contents at Layer 4. and deep packet inspection verifies connection at Layer 7. 

B. Stateful inspection is more secure than deep packet inspection on Layer 7. 

C. Deep packet inspection is more secure than stateful inspection on Layer 4. 

D. Deep packet inspection allows visibility on Layer 7, and stateful inspection allows visibility on Layer 4. 

Correct Answer: D 

 

QUESTION 6

An engineer needs to configure network systems to detect command and control communications by decrypting ingress
and egress perimeter traffic and allowing network security devices to detect malicious outbound communications. Which
technology should be used to accomplish the task? 

A. digital certificates 

B. static IP addresses 

C. signatures 

D. cipher suite 

Correct Answer: A 



 

QUESTION 7

What is a description of a social engineering attack? 

A. fake offer for free music download to trick the user into providing sensitive data 

B. package deliberately sent to the wrong receiver to advertise a new product 

C. mistakenly received valuable order destined for another person and hidden on purpose 

D. email offering last-minute deals on various vacations around the world with a due date and a counter 

Correct Answer: D 

 

QUESTION 8

What describes the concept of data consistently and readily being accessible for legitimate users? 

A. integrity 

B. availability 

C. accessibility 

D. confidentiality 

Correct Answer: B 

 

QUESTION 9

Refer to the exhibit. 

What information is depicted? 

A. IIS data 

B. NetFlow data 

C. network discovery event 

D. IPS event data 

Correct Answer: B 



 

QUESTION 10

An engineer is investigating a case of the unauthorized usage of the "Tcpdump" tool. The analysis revealed that a
malicious insider attempted to sniff traffic on a specific interface. What type of information did the malicious insider
attempt to obtain? 

A. tagged protocols being used on the network 

B. all firewall alerts and resulting mitigations 

C. tagged ports being used on the network 

D. all information and data within the datagram 

Correct Answer: C 

 

QUESTION 11

Refer to the exhibit. 

Which technology generates this log? 

A. NetFlow 

B. IDS 

C. web proxy 

D. firewall 

Correct Answer: D 

 

QUESTION 12

Refer to the exhibit. 



Which frame numbers contain a file that is extractable via TCP stream within Wireshark? 

A. 7,14, and 21 

B. 7 and 21 

C. 14,16,18, and 19 

D. 7 to 21 

Correct Answer: B 
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