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QUESTION 1

Which Cisco Security IntelliShield Alert Manager Service component mitigates new botnet, phishing, and web-based
threats?

A. the IntelliShield Threat Outbreak Alert

B. IntelliShield Alert Manager vulnerability alerts

C. the IntelliShield Alert Manager historical database

D. the IntelliShield Alert Manager web portal

E. the IntelliShield Alert Manager back-end intelligence engine

Correct Answer: A

QUESTION 2

What step is required to enable HTTPS Proxy on the Cisco Web Security Appliance?
A. Web Security Manager HTTPS Proxy click Enable

B. Security Services HTTPS Proxy click Enable

C. HTTPS Proxy is enabled by default

D. System Administration HTTPS Proxy click Enable

Correct Answer: B

QUESTION 3

Which feature does Acceptable Use Controls use to implement Cisco AVC?
A. ISA

B. Cisco Web Usage Controls

C. Cisco WSA

D. Cisco ESA

Correct Answer: B

QUESTION 4

Which statement about Cisco IPS Manager Express is true?



A. It provides basic device management for large-scale deployments.

B. It provides a GUI for configuring IPS sensors and security modules.

C. It enables communication with Cisco ASA devices that have no administrative access.
D. It provides greater security than simple ACLs.

Correct Answer: B

QUESTION 5

Which three statements about Cisco ASA CX are true? (Choose three.)

A. It groups multiple ASAs as a single logical device.

B. It can perform context-aware inspection.

C. It provides high-density security services with high availability.

D. It uses policy-based interface controls to inspect and forward TCP- and UDP-based packets.
E. It can make context-aware decisions.

F. It uses four cooperative architectural constructs to build the firewall.

Correct Answer: BEF

QUESTION 6

A new Cisco IPS device has been placed on the network without prior analysis. Which CLI command shows the most
fired signature?

A. Show statistics virtual-sensor
B. Show event alert

C. Show alert

D. Show version

Correct Answer: A

QUESTION 7
Which Cisco WSA is intended for deployment in organizations of up to 1500 users?
A. WSA S370

B. WSA S670



C. WSA S370-2RU

D. WSA S170

Correct Answer: D

QUESTION 8

What are the initial actions that can be performed on an incoming SMTP session by the workqueue of a Cisco Email
Security Appliance?

A. Accept, Reject, Relay, TCPRefuse

B. LDAP Verification, Envelope Sender Verification, Bounce Verification, Alias Table Verification

C. Recipient Access Table Verification, Host DNS Verification, Masquerading, Spam Payload Check
D. SMTP Authentication, SBRS Verification, Sendergroup matching, DNS host verification

Correct Answer: A

QUESTION 9

Which two commands are used to verify that CWS redirection is working on a Cisco ASA appliance? (Choose two.)
A. show scansafe statistics

B. show webvpn statistics

C. show service-policy inspect scansafe

D. show running-config scansafe

E. show running-config webvpn

F. show url-server statistics

Correct Answer: AC

QUESTION 10

Which option is a benefit of Cisco Email Security virtual appliance over the Cisco ESA appliance?
A. reduced space and power requirements

B. outbound message protection

C. automated administration

D. global threat intelligence updates from Talos



Correct Answer: A

QUESTION 11

Which centralized reporting function of the Cisco Content Security Management Appliance aggregates data from
multiple Cisco ESA devices?

A. message tracking
B. web tracking

C. system tracking
D. logging

Correct Answer: A

QUESTION 12

Which two options are characteristics of router-based IPS? (Choose two.)
A. It supports custom signatures

B. It supports virtual sensors.

C. It supports multiple VRFs.

D. It uses configurable anomaly detection.

E. Signature definition files have been deprecated.

Correct Answer: CE
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