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QUESTION 1

Which two IKEv1 policy options must match on each peer when you configure an IPsec site-to- site VPN? (Choose
two.)

A. priority number

B. hash algorithm

C. encryption algorithm
D. session lifetime

E. PRF algorithm

Correct Answer: BC

QUESTION 2

What are two benefits of SSL VPN versus IPsec VPN when considering a remote-access VPN technology? (Choose
two.)

A. It works in environment that are heauvily filtered
B. It is accessible via web browser

C. It allows for increased client customization

D. It leverages existing network infrastructure

E. It minimizes desktop support

Correct Answer: BC

QUESTION 3

As network consultant, you are asked to suggest a VPN technology that can support a multivendor environment and
secure traffic between sites. Which technology should you recommend?

A. DMVPN
B. FlexVPN
C. GET VPN
D. SSL VPN

Correct Answer: B




QUESTION 4

To change the title panel on the logon page of the Cisco I0S WebVPN portal, which file must you configure?
A. Cisco I0S WebVPN customization template

B. Cisco I0S WebVPN customization general

C. web-access-hip.inc

D. app-access-hlp.inc

Correct Answer: A

QUESTION 5

Which two features are available in the Plus license for Cisco AnyConnect? (Choose two.)
A. Suite B cryptography

B. Ipsec IKEv2

C. Clientless SSL VPN

D. Network Access Manager

E. posture services

Correct Answer: DE

QUESTION 6

Which two commands are include in the command show dmvpn detail? (Choose two.)
A. Show ip nhrp

B. Show ip nhrp nhs

C. Show crypto ipsec sa detalil

D. Show crypto session detalil

E. Show crypto sockets

Correct Answer: BD

show dmvpn detail" returns the output of show ip nhrp nhs, show dmvpn,and show crypto session detail http://www.cisc
o.com/c/en/us/support/docs/security-vpn/dynamic-multi-point-vpn-dmvpn/116957-technote-dmvpn-00.html

QUESTION 7



An Engineer must configure GETVPN to transfer over the network between corporate offices. which two options are the
advantages to choose GETVPN over EZVPN? (TWO)

A. GETVPN is highly scalable any to any mesh topology

B. GETVPN has QoS support

C. GETVPN has unique session keys for improved security
D. GETVPN supports multicast

E. GET VPN supports a hub-and -spoke topology

Correct Answer: BD

QUESTION 8

An engineer is troubleshooting DMVPN and has entered the show crypto isakmp sa command. What can be verified
with the output of this command?

A. NHRP registration is complete

B. the mGRE tunnel key matches the remote peer

C. per-Qos policies have been applied

D. IKE connectivity to branch offices has been established

Correct Answer: D

QUESTION 9
In the Cisco ASDM interface, where do you enable the DTLS protocol setting?

A. Configuration > Remote Access VPN > Network (Client) Access > Group Policies > Add or Edit > Add or Edit Internal
Group Policy

B. Configuration > Remote Access VPN > Network (Client) Access > AAA Setup > Local Users > Add or Edit

C. Device Management > Users/AAA > User Accounts > Add or Edit > Add or Edit User Account > VPN Policy > SSL
VPN Client

D. Configuration > Remote Access VPN > Network (Client) Access > Group Policies > Add or Edit

Correct Answer: D

QUESTION 10

Refer to the Exhibit. A network security engineer is troubleshooting intermittent connectivity issues across a tunnel.
Based on the output from the show crypto ipsec sa command, which cause is most likely?



A. ISAKMP and/or IP sec may be bouncing up and down.

B. The security association lifetimes are set to default values.
C. Return traffic is not coming back from the other end of the tunnel.
D. Traffic may flow in only one direction across this tunnel.

Correct Answer: B

QUESTION 11

Refer to the exhibit. Which VPN solution does this configuration represent?



crypto ipsec transform-set transform esp-des
mode tunnel

! N
crypto map tmap 1@ ipsec-icakmp f§3§h
set peer 20.1.1.1 '}:‘n
set transform-set transform ':‘i@gj

),
match address 181 I“{.,Sﬁ?

crypto map tmap AL
! r{iﬁﬁ
interface Ethernet®/: .(ﬁ\%@‘"
description OUTSIDE -

ip address 28.1.1.2 25 «233.252
crypto map tmap -

1

access-list 101 permit wdp host 208.1.1.2 eq 17081 host 20.1.1.1 eq 1781

A. Cisco AnyConnect
B. IPsec

C.L2TP

D. SSL VPN

Correct Answer: B

QUESTION 12

Which protocol must be enabled on the inside interface to use cluster encryption in SSL VPN load balancing?
A.TLS

B. DTLS

C. IKEv2

D. ISAKMP

Correct Answer: D
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