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QUESTION 1

Refer to the exhibit. Which level message does the WLC send to the syslog server? 

A. syslog level errors and less severity messages 

B. syslog level error messages 

C. all syslog levels messages 

D. syslog level errors and greater severity messages 

Correct Answer: D 

 

QUESTION 2

An engineer is deploying EAP-TLS as the authentication mechanism for an 802.1X-enabled wireless network. Which
network device is responsible for applying the digital signature to a certificate to ensure that the certificate is trusted and
valid? 

A. supplicant 

B. CA server 

C. wireless controller 

D. authentication server 



Correct Answer: B 

In cryptography, a certificate authority or certification authority (CA) is an entity that issues digital certificates. A digital
certificate certifies the ownership of a public key by the named subject of the certificate. This allows others (relying
parties) to rely upon signatures or on assertions made about the private key that corresponds to the certified public key.
In this model of trust relationships, a CA is a trusted third party--trusted both by the subject (owner) of the certificate and
by the party relying upon the certificate. 

 

QUESTION 3

An engineer is setting up a new unique NAD on a Cisco ISE. Which two parameters must be configured? (Choose two.) 

A. device hostname 

B. device password 

C. RADIUS fallback 

D. device IP address 

E. RADIUS shared secret 

Correct Answer: AD 

 

QUESTION 4

When a supplicant and AAA server are configured to use PEAP, which mechanism is used by the client to authenticate
the AAA server in Phase One? 

A. PMK 

B. shared secret keys 

C. digital certificate 

D. PAC 

Correct Answer: C 

 

QUESTION 5



Refer to the exhibit. Which level message does the WLC send to the syslog server? 

A. syslog level errors and less severity messages 

B. syslog level errors messages 

C. all syslog levels messages 

D. syslog level errors and greater severity messages 

Correct Answer: D 

 

QUESTION 6

An engineer configures 802.1X authentication for the access points using the config ap 802.1Xuser add username
admin password secret ap_01 command. Which EAP method does the access point use to authenticate? 

A. LEAP 

B. EAP-TLS 

C. MS-CHAPv2 PEAP 

D. EAP-FAST 

Correct Answer: D 

Enables or disables Extensible Authentication Protocol-Flexible Authentication via Secure Tunneling (EAP-FAST)
authentication. https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-2/config-
guide/b_cg82/b_cg82_chapter_01101111.html 



 

QUESTION 7

You have run some reports on Cisco Prime Infrastructure and want to download them. In which format must you
download the reports? 

A. TXT 

B. XLSX 

C. HTML 

D. PDF 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/net_mgmt/prime/infrastructure/3-4/user/guide/bk_CiscoPrimeInfrastru
cture_3_4_0_UserGuide/bk_CiscoPrimeInfrastructure_3_4_0_UserGuide_chapter_011000.html 

 

QUESTION 8

An engineer has configured MAC filtering on an employee WLAN and wants clients that fail MAC filtering to attempt to
be authenticated via the RADIUS server before denying network access. Which functionality must be enabled on the
WLAN to achieve this goal? 

A. MAC authentication failover to 802.1X authentication 

B. EAP-TLS failover to 802.11r authentication 

C. WPA2 AES failover to RADIUS authentication 

D. 802.1x failover to WPA2 AES authentication 

Correct Answer: A 

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-8/config-guide/b_cg88/wlan_security.html 

 

QUESTION 9

Which user role can access CMX Visitor Connect? 

A. Connect 

B. Power User 

C. Guest User 

D. Super Administrator 

Correct Answer: D 

Reference: https://www.cisco.com/c/en/us/td/docs/wireless/mse/7-6/CMX_Dashboard/Guide/Cisco_CMX_Dashboard_C



onfig_Guide/CMX_Dashboard_Visitor_Connect.pdf 

 

QUESTION 10

Which three options are valid client profile probes in Cisco ISE? (Choose three.) 

A. DHCP 

B. 802.1X 

C. CCX 

D. NetFlow 

E. TACACS 

F. HTTP 

Correct Answer: ADF 

Valid client probes in ISE are: NetFlow Probe DHCP Probe DHCP SPAN Probe HTTP Probe RADIUS Probe DNS
Probe 

Reference: http://www.cisco.com/en/US/docs/security/ise/1.0/user_guide/ise10_prof_pol.html 

 

QUESTION 11

Which command is an SNMPv3-specific command that an engineer can use only in Cisco IOS XE? 

A. snmp-server user remoteuser1 group1 remote 10.12.8.4 

B. snmp-server host 172.16.1.33 public 

C. snmp-server community comaccess ro 4 

D. snmp-server enable traps wireless 

Correct Answer: A 

SUMMARY STEPS 

1.

 enable 

2.

 configure terminal 

3.

 snmp-server group [group-name {v1 | v2c | v3 [auth | noauth | priv]}] [read read-view] [write write-view] [notify notify-
view] [access access-list] 



4.

 snmp-server engineID {local engine-id | remote ip-address [udp-port udp-port-number] [vrf vrf-name] engine-id-string} 

5.

 snmp-server user user-name group-name [remote ip-address [udp-port port]] {v1 | v2c | v3 [encrypted] [auth{md5 | sha}
auth-password]} [access access-list] 

6.

 end Reference: http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/snmp/configuration/xe-3se/3850/snmp-
xe-3se-3850-book/nm-snmp-snmpv3.html#GUID-54F1E297-CE1D-45FE-9751-B8D129606010 

 

QUESTION 12

An engineer is working on a remote site that is configured using FlexConnect. They are worried that the access points
will not send RADIUS requests directly to the authentication server is standalone mode. Which command ensures direct
authentication using the default ports as defined on the WLC? 

A. config flexconnect group Remote radius server acct add primary 10.10.10.10 1813 Cisco123 

B. config flexconnect group Remote radius server auth add primary 10.10.10.10 1813 Cisco123 

C. config flexconnect group Remote radius server acct add primary 10.10.10.10 1812 Cisco123 

D. config flexconnect group Remote radius server auth add primary 10.10.10.10 1812 Cisco123 

Correct Answer: C 
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