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QUESTION 1

Computer security logs contain information about the events occurring within an organization\\'s systems and networks.
Application and Web server log files are useful in detecting web attacks. The source, nature, and time of the attack can
be determined by _________of the compromised system. 

A. Analyzing log files 

B. Analyzing SAM file 

C. Analyzing rainbow tables 

D. Analyzing hard disk boot records 

Correct Answer: A 

 

QUESTION 2

Which of the following is not correct when documenting an electronic crime scene? 

A. Document the physical scene, such as the position of the mouse and the location of components near the system 

B. Document related electronic components that are difficult to find 

C. Record the condition of the computer system, storage media, electronic devices and conventional evidence, including
power status of the computer 

D. Write down the color of shirt and pant the suspect was wearing 

Correct Answer: D 

 

QUESTION 3

When the operating system marks cluster as used, but does not allocate them to any file, such clusters are known as
___________. 

A. Lost clusters 

B. Bad clusters 

C. Empty clusters 

D. Unused clusters 

Correct Answer: A 

 

QUESTION 4

Identify the attack from following sequence of actions? Step 1: A user logs in to a trusted site and creates a new session



Step 2: The trusted site stores a session identifier for the session in a cookie in the web browser Step 3: The user is
tricked to visit a malicious site Step 4: the malicious site sends a request from the user\\'s browser using his session
cookie 

A. Web Application Denial-of-Service (DoS) Attack 

B. Cross-Site Scripting (XSS) Attacks 

C. Cross-Site Request Forgery (CSRF) Attack 

D. Hidden Field Manipulation Attack 

Correct Answer: C 

 

QUESTION 5

Consistency in the investigative report is more important than the exact format in the report to eliminate uncertainty and
confusion. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 6

Data files from original evidence should be used for forensics analysis 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 7

What is the First Step required in preparing a computer for forensics investigation? 

A. Do not turn the computer off or on, run any programs, or attempt to access data on a computer 

B. Secure any relevant media 

C. Suspend automated document destruction and recycling policies that may pertain to any relevant media or users at
Issue 

D. Identify the type of data you are seeking, the Information you are looking for, and the urgency level of the
examination 

Correct Answer: A 



 

QUESTION 8

Attackers can manipulate variables that reference files with "dot-dot-slash (./)" sequences and their 

variations such as http://www.juggyDoy.corn/GET/process.php./././././././././etc/passwd. 

Identify the attack referred. 

A. Directory traversal 

B. SQL Injection 

C. XSS attack 

D. File injection 

Correct Answer: A 

 

QUESTION 9

Billy, a computer forensics expert, has recovered a large number of DBX files during forensic investigation of a laptop.
Which of the following email clients he can use to analyze the DBX files? 

A. Microsoft Outlook 

B. Microsoft Outlook Express 

C. Mozilla Thunderoird 

D. Eudora 

Correct Answer: B 

 

QUESTION 10

An attack vector is a path or means by which an attacker can gain access to computer or network resources in order to
deliver an attack payload or cause a malicious outcome. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 11

WPA2 provides enterprise and Wi-Fi users with stronger data protection and network access control which of the
following encryption algorithm is used DVWPA2? 



A. RC4-CCMP 

B. RC4-TKIP 

C. AES-CCMP 

D. AES-TKIP 

Correct Answer: C 

 

QUESTION 12

Which of the following Steganography techniques allows you to encode information that ensures creation of cover for
secret communication? 

A. Substitution techniques 

B. Transform domain techniques 

C. Cover generation techniques 

D. Spread spectrum techniques 

Correct Answer: C 
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