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QUESTION 1

What is the purpose of DNS AAAA record? 

A. Authorization, Authentication and Auditing record 

B. Address prefix record 

C. Address database record 

D. IPv6 address resolution record 

Correct Answer: D 

 

QUESTION 2

in this attack, an adversary tricks a victim into reinstalling an already-in-use key. This is achieved by manipulating and
replaying cryptographic handshake messages. When the victim reinstall the key, associated parameters such as the
incremental transmit packet number and receive packet number are reset to their initial values. What is this attack
called? 

A. Chop chop attack 

B. KRACK 

C. Evil twin 

D. Wardriving 

Correct Answer: B 

In this attack KRACK is an acronym for Key Reinstallation Attack. KRACK may be a severe replay attack on Wi-Fi
Protected Access protocol (WPA2), which secures your Wi-Fi connection. Hackers use KRACK to take advantage of a
vulnerability in WPA2. When in close range of a possible victim, attackers can access and skim encrypted data using
KRACK. How KRACK WorksYour Wi-Fi client uses a four-way handshake when attempting to attach to a protected
network. The handshake confirms that both the client -- your smartphone, laptop, et cetera -- and therefore the access
point share the right credentials, usually a password for the network. This establishes the Pairwise passkey (PMK),
which allows for encoding .Overall, this handshake procedure allows for quick logins and connections and sets up a
replacement encryption key with each connection. this is often what keeps data secure on Wi-Fi connections, and every
one protected Wi-Fi connections use the four-way handshake for security. This protocol is that the reason users are
encouraged to use private or credential-protected Wi-Fi instead of public connections.KRACK affects the third step of
the handshake, allowing the attacker to control and replay the WPA2 encryption key to trick it into installing a key
already in use. When the key\\'s reinstalled, other parameters related to it -- the incremental transmit packet number
called the nonce and therefore the replay counter -- are set to their original values.Rather than move to the fourth step
within the four-way handshake, nonce resets still replay transmissions of the third step. This sets up the encryption
protocol for attack, and counting on how the attackers replay the third- step transmissions, they will take down Wi-Fi
security. Why KRACK may be a ThreatThink of all the devices you employ that believe Wi-Fi. it isn\\'t almost laptops
and smartphones; numerous smart devices now structure the web of Things (IoT). due to the vulnerability in WPA2,
everything connected to Wi-Fi is in danger of being hacked or hijacked.Attackers using KRACK can gain access to
usernames and passwords also as data stored on devices. Hackers can read emails and consider photos of transmitted
data then use that information to blackmail users or sell it on the Dark Web.Theft of stored data requires more steps, like
an HTTP content injection to load malware into the system. Hackers could conceivably take hold of any device used
thereon Wi-Fi connection. Because the attacks require hackers to be on the brink of the target, these internet security



threats could also cause physical security threats.On the opposite hand, the necessity to be in close proximity is that the
only excellent news associated with KRACK, as meaning a widespread attack would be extremely difficult.Victims are
specifically targeted. However, there are concerns that a experienced attacker could develop the talents to use HTTP
content injection to load malware onto websites to make a more widespread affect. Everyone is in danger from KRACK
vulnerability. Patches are available for Windows and iOS devices, but a released patch for Android devices is currently
in question (November 2017). There are issues with the discharge , and lots of question if all versions and devices are
covered.The real problem is with routers and IoT devices. These devices aren\\'t updated as regularly as computer
operating systems, and for several devices, security flaws got to be addressed on the manufacturing side. New devices
should address KRACK, but the devices you have already got in your home probably aren\\'t protected. The best
protection against KRACK is to make sure any device connected to Wi-Fi is patched and updated with the newest
firmware. that has checking together with your router\\'s manufacturer periodically to ascertain if patches are available.
The safest connection option may be a private VPN, especially when publicly spaces. If you would like a VPN for private
use, avoid free options, as they need their own security problems and there\\'ll even be issues with HTTPs. Use a paid
service offered by a trusted vendor like Kaspersky. Also, more modern networks use WPA3 for better security.Avoid
using public Wi-Fi, albeit it\\'s password protection. That password is out there to almost anyone, which reduces the
safety level considerably.All the widespread implications of KRACK and therefore the WPA2 vulnerability aren\\'t yet
clear. what\\'s certain is that everybody who uses Wi-Fi is in danger and wishes to require precautions to guard their
data and devices. 

 

QUESTION 3

Vlady works in a fishing company where the majority of the employees have very little understanding of IT let alone IT
Security. Several information security issues that Vlady often found includes, employees sharing password, writing
his/her password on a post it note and stick it to his/her desk, leaving the computer unlocked, didn\\'t log out from emails
or other social media accounts, and etc. 

After discussing with his boss, Vlady decided to make some changes to improve the security environment in his
company. The first thing that Vlady wanted to do is to make the employees understand the importance of keeping
confidential information, such as password, a secret and they should not share it with other persons. 

Which of the following steps should be the first thing that Vlady should do to make the employees in his company
understand to importance of keeping confidential information a secret? 

A. Warning to those who write password on a post it note and put it on his/her desk 

B. Developing a strict information security policy 

C. Information security awareness training 

D. Conducting a one to one discussion with the other employees about the importance of information security 

Correct Answer: A 

 

QUESTION 4

An organization is performing a vulnerability assessment tor mitigating threats. James, a pen tester, scanned the
organization by building an inventory of the protocols found on the organization\\'s machines to detect which ports are
attached to services such as an email server, a web server or a database server. After identifying the services, he
selected the vulnerabilities on each machine and started executing only the relevant tests. What is the type of
vulnerability assessment solution that James employed in the above scenario? 

A. Product-based solutions 



B. Tree-based assessment 

C. Service-based solutions 

D. inference-based assessment 

Correct Answer: C 

As systems approaches to the event of biological models become more mature, attention is increasingly that specialize
in the matter of inferring parameter values within those models from experimental data. However, particularly for
nonlinear models, it\\'s not obvious, either from inspection of the model or from the experimental data, that the inverse
problem of parameter fitting will have a singular solution, or maybe a non-unique solution that constrains the parameters
to lie within a plausible physiological range. Where parameters can\\'t be constrained they\\'re termed `unidentifiable\\'.
We specialise in gaining insight into the causes of unidentifiability using inference-based methods, and compare a
recently developed measure-theoretic approach to inverse sensitivity analysis to the favored Markov chain Monte Carlo
and approximate Bayesian computation techniques for Bayesian inference. All three approaches map the uncertainty in
quantities of interest within the output space to the probability of sets of parameters within the input space. The
geometry of those sets demonstrates how unidentifiability are often caused by parameter compensation and provides
an intuitive approach to inference-based experimental design. 

 

QUESTION 5

A newly joined employee. Janet, has been allocated an existing system used by a previous employee. Before issuing
the system to Janet, it was assessed by Martin, the administrator. Martin found that there were possibilities of
compromise through user directories, registries, and other system parameters. He also Identified vulnerabilities such as
native configuration tables, incorrect registry or file permissions, and software configuration errors. What is the type of
vulnerability assessment performed by Martin? 

A. Credentialed assessment 

B. Database assessment 

C. Host-based assessment 

D. Distributed assessment 

Correct Answer: C 

The host-based vulnerability assessment (VA) resolution arose from the auditors\\' got to periodically review systems.
Arising before the net becoming common, these tools typically take an "administrator\\'s eye" read of the setting by
evaluating all of the knowledge that an administrator has at his or her disposal. UsesHost VA tools verify system
configuration, user directories, file systems, registry settings, and all forms of other info on a number to gain information
about it. Then, it evaluates the chance of compromise. it should also live compliance to a predefined company policy so
as to satisfy an annual audit. With administrator access, the scans area unit less possible to disrupt traditional
operations since the computer code has the access it has to see into the complete configuration of the system. What it
Measures Host VA tools will examine the native configuration tables and registries to spot not solely apparent
vulnerabilities, however additionally "dormant" vulnerabilities ?those weak or misconfigured systems and settings which
will be exploited when an initial entry into the setting. Host VA solutions will assess the safety settings of a user account
table; the access management lists related to sensitive files or data; and specific levels of trust applied to other systems.
The host VA resolution will a lot of accurately verify the extent of the danger by determinant however way any specific
exploit could also be ready to get. 

 

QUESTION 6



Tremp is an IT Security Manager, and he is planning to deploy an IDS in his small company. He is looking for an IDS
with the following characteristics: - Verifies success or failure of an attack - Monitors system activities Detects attacks
that a network-based IDS fails to detect - Near real-time detection and response Does not require additional hardware -
Lower entry cost Which type of IDS is best suited for Tremp\\'s requirements? 

A. Gateway-based IDS 

B. Network-based IDS 

C. Host-based IDS 

D. Open source-based 

Correct Answer: C 

 

QUESTION 7

How is the public key distributed in an orderly, controlled fashion so that the users can be sure of the sender\\'s
identity? 

A. Hash value 

B. Private key 

C. Digital signature 

D. Digital certificate 

Correct Answer: D 

 

QUESTION 8

You have retrieved the raw hash values from a Windows 2000 Domain Controller. Using social engineering, you come
to know that they are enforcing strong passwords. You understand that all users are required to use passwords that are
at least 8 characters in length. All passwords must also use 3 of the 4 following categories: lower case letters, capital
letters, numbers and special characters. With your existing knowledge of users, likely user account names and the
possibility that they will choose the easiest passwords possible, what would be the fastest type of password cracking
attack you can run against these hash values and still get results? 

A. Online Attack 

B. Dictionary Attack 

C. Brute Force Attack 

D. Hybrid Attack 

Correct Answer: D 

 

QUESTION 9



In Trojan terminology, what is a covert channel? 

A. A channel that transfers information within a computer system or network in a way that violates the security policy 

B. A legitimate communication path within a computer system or network for transfer of data 

C. It is a kernel operation that hides boot processes and services to mask detection 

D. It is Reverse tunneling technique that uses HTTPS protocol instead of HTTP protocol to establish connections 

Correct Answer: A 

 

QUESTION 10

Bella, a security professional working at an it firm, finds that a security breach has occurred while transferring important
files. Sensitive data, employee usernames. and passwords are shared In plaintext, paving the way for hackers 10
perform successful session hijacking. To address this situation. Bella Implemented a protocol that sends data using
encryption and digital certificates. Which of the following protocols Is used by Bella? 

A. FTP 

B. HTTPS 

C. FTPS 

D. IP 

Correct Answer: C 

The File Transfer Protocol (FTP) is a standard organization convention utilized for the exchange of PC records from a
worker to a customer on a PC organization. FTP is based on a customer worker model engineering utilizing separate
control and information associations between the customer and the server. 

[1] FTP clients may validate themselves with an unmistakable book sign-in convention, ordinarily as a username and
secret key, however can interface namelessly if the worker is designed to permit it. For secure transmission that
ensures the username and secret phrase, and scrambles the substance, FTP is frequently made sure about with
SSL/TLS (FTPS) or supplanted with SSH File Transfer Protocol (SFTP). The primary FTP customer applications were
order line programs created prior to working frameworks had graphical UIs, are as yet dispatched with most Windows,
Unix, and Linux working systems.[2][3] Many FTP customers and mechanization utilities have since been created for
working areas, workers, cell phones, and equipment, and FTP has been fused into profitability applications, for example,
HTML editors. 

 



QUESTION 11

Gregory, a professional penetration tester working at Sys Security Ltd., is tasked with performing a security test of web
applications used in the company. For this purpose, Gregory uses a tool to test for any security loopholes by hijacking a
session between a client and server. This tool has a feature of intercepting proxy that can be used to inspect and modify
the traffic between the browser and target application. This tool can also perform customized attacks and can be used to
test the randomness of session tokens. Which of the following tools is used by Gregory in the above scenario? 

A. Nmap 

B. Burp Suite 

C. CxSAST 

D. Wireshark 

Correct Answer: B 

 

QUESTION 12

Firewalk has just completed the second phase (the scanning phase) and a technician receives the output shown below.
What conclusions can be drawn based on these scan results? 

TCP port 21 no response 

TCP port 22 no response 

TCP port 23 Time-to-live exceeded 

A. The lack of response from ports 21 and 22 indicate that those services are not running on the destination server 

B. The scan on port 23 was able to make a connection to the destination host prompting the firewall to respond with a
TTL error 

C. The scan on port 23 passed through the filtering device. This indicates that port 23 was not blocked at the firewall 

D. The firewall itself is blocking ports 21 through 23 and a service is listening on port 23 of the target host 

Correct Answer: C 
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