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QUESTION 1

Which mode of IPSec should you use to assure security and confidentiality of data within the same LAN? 

A. ESP confidential 

B. AH Tunnel mode 

C. ESP transport mode 

D. AH permiscuous 

Correct Answer: C 

 

QUESTION 2

This is an attack that takes advantage of a web site vulnerability in which the site displays content that includes un-
sanitized user-provided data. 

See foobar 

What is this attack? 

A. Cross-site-scripting attack 

B. SQL Injection 

C. URL Traversal attack 

D. Buffer Overflow attack 

Correct Answer: A 

 

QUESTION 3

A circuit level gateway works at which of the following layers of the OSI Model? 

A. Layer 5 - Application 

B. Layer 4 - TCP 

C. Layer 3 - Internet protocol 

D. Layer 2 - Data link 

Correct Answer: B 



 

QUESTION 4

How do you defend against ARP Spoofing? Select three. 

A. Use ARPWALL system and block ARP spoofing attacks 

B. Tune IDS Sensors to look for large amount of ARP traffic on local subnets 

C. Use private VLANS 

D. Place static ARP entries on servers,workstation and routers 

Correct Answer: ACD 

 

QUESTION 5

Initiating an attack against targeted businesses and organizations, threat actors compromise a carefully
selected website byinserting an exploit resulting in malware infection. The attackers run exploits on well-
known and trusted sites likely to be visited by their targeted victims. Aside from carefully choosing sites
to compromise, these attacks are known toincorporate zero-day exploits that target unpatched
vulnerabilities. Thus, the targeted entities are left with little or no defense against these exploits. 

What type of attack is outlined in the scenario? 

A. Watering Hole Attack 

B. Spear Phising Attack 

C. Heartbleed Attack 

D. Shellshock Attack 

Correct Answer: A 

 

QUESTION 6

TCP packets transmitted in either direction after the initial three-way handshake will have which of the
following bit set? 

A. SYN flag 

B. ACK flag 



C. FIN flag 

D. XMAS flag 

Correct Answer: B 

 

QUESTION 7

What are the three types of authentication? 

A. Something you: know,remember,prove 

B. Something you: have,know,are 

C. Something you: show,prove,are 

D. Something you: show,have,prove 

Correct Answer: B 

 

QUESTION 8

Study the following exploit code taken from a Linux machine and answer the questions below: 

echo “ingreslock stream tcp nowait root /bin/sh sh –I" > /tmp/x; 

/usr/sbin/inetd –s /tmp/x; 

sleep 10; 

/bin/ rm –f /tmp/x AAAA…AAA 

In the above exploit code, the command “/bin/sh sh –I" is given. 

What is the purpose, and why is `sh\\' shown twice? 

A. The command /bin/sh sh appearing in the exploit code is actually part of an inetd configuration file. 

B. The length of such a buffer overflow exploit makes it prohibitive for user to enter manually. The
second `sh\\' automates this function. 

C. It checks for the presence of a codeword (setting the environment variable) among the environment
variables. 

D. It is a giveaway by the attacker that he is a script kiddy. 



Correct Answer: A 

 

QUESTION 9

Which method of password cracking takes the most time and effect? 

A. Rainbow Tables 

B. Shoulder surfing 

C. Bruce force 

D. Directory attack 

Correct Answer: C 

 

QUESTION 10

Which type of scan does NOT open a full TCP connection? 

A. Stealth Scan 

B. XMAS Scan 

C. Null Scan 

D. FIN Scan 

Correct Answer: A 

 

QUESTION 11

Which of the following levels of algorithms does Public Key Infrastructure (PKI) use? 

A. RSA 1024 bit strength 

B. AES 1024 bit strength 

C. RSA 512 bit strength 

D. AES 512 bit strength 

Correct Answer: A 



 

QUESTION 12

What are the differences between SSL and S-HTTP? 

A. SSL operates at the network layer and S-HTTP operates at the application layer 

B. SSL operates at the application layer and S-HTTP operates at the network layer 

C. SSL operates at the transport layer and S-HTTP operates at the application layer 

D. SSL operates at the application layer and S-HTTP operates at the transport layer 

Correct Answer: C 
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