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QUESTION 1

What is the impact of hardening machine images for deployment? 

A. reduces the attack surface 

B. increases the speed of patch deployment 

C. reduces the steps needed to mitigate threats 

D. increases the availability of threat alerts 

Correct Answer: A 

 

 

QUESTION 2

What do 2xx HTTP response codes indicate for REST APIs? 

A. additional action must be taken by the client to complete the request 

B. the server takes responsibility for error status codes 

C. communication of transfer protocol-level information 

D. successful acceptance of the client\\'s request 

Correct Answer: D 

Reference: https://restfulapi.net/http-status-codes/#:~:text=HTTP%20defines%20these%20standard%20status,results%
20of%20a%20client%27s%20request.andtext=2xx%3A%20Success%20?20Indicates%20that%20the,order%20to%
20complete%20their%20request. 

 

QUESTION 3

Refer to the exhibit. What is occurring in this packet capture? 



A. TCP port scan 

B. TCP flood 

C. DNS flood 

D. DNS tunneling 

Correct Answer: B 

 

QUESTION 4

An engineer implemented a SOAR workflow to detect and respond to incorrect login attempts and anomalous user
behavior. Since the implementation, the security team has received dozens of false positive alerts and negative
feedback from system administrators and privileged users. Several legitimate users were tagged as a threat and their
accounts blocked, or credentials reset because of unexpected login times and incorrectly typed credentials. 

How should the workflow be improved to resolve these issues? 

A. Meet with privileged users to increase awareness and modify the rules for threat tags and anomalous behavior alerts 

B. Change the SOAR configuration flow to remove the automatic remediation that is increasing the false positives and
triggering threats 

C. Add a confirmation step through which SOAR informs the affected user and asks them to confirm whether they made
the attempts 

D. Increase incorrect login tries and tune anomalous user behavior not to affect privileged accounts 

Correct Answer: B 

 

 

QUESTION 5



DRAG DROP 

Drag and drop the threat from the left onto the scenario that introduces the threat on the right. Not all options are used. 

Select and Place: 

Correct Answer: 

 

 



QUESTION 6

An analyst wants to upload an infected file containing sensitive information to a hybrid-analysis sandbox. According to
the NIST.SP 800-150 guide to cyber threat information sharing, what is the analyst required to do before uploading the
file to safeguard privacy? 

A. Verify hash integrity. 

B. Remove all personally identifiable information. 

C. Ensure the online sandbox is GDPR compliant. 

D. Lock the file to prevent unauthorized access. 

Correct Answer: B 

 

 

QUESTION 7

An employee who often travels abroad logs in from a first-seen country during non-working hours. The SIEM tool
generates an alert that the user is forwarding an increased amount of emails to an external mail domain and then logs
out. The investigation concludes that the external domain belongs to a competitor. 

Which two behaviors triggered UEBA? (Choose two.) 

A. domain belongs to a competitor 

B. log in during non-working hours 

C. email forwarding to an external domain 

D. log in from a first-seen country 

E. increased number of sent mails 

Correct Answer: AB 

 

 

QUESTION 8

Refer to the exhibit. At which stage of the threat kill chain is an attacker, based on these URIs of inbound web requests



from known malicious Internet scanners? 

A. exploitation 

B. actions on objectives 

C. delivery 

D. reconnaissance 

Correct Answer: C 

Reference: https://www2.deloitte.com/content/dam/Deloitte/sg/Documents/risk/sea-risk-cyber-101-july2017.pdf 

 

QUESTION 9

Refer to the exhibit. An engineer is performing static analysis of a file received and reported by a user. Which risk is
indicated in this STIX? 

A. The file is redirecting users to a website that requests privilege escalations from the user. 

B. The file is redirecting users to the website that is downloading ransomware to encrypt files. 

C. The file is redirecting users to a website that harvests cookies and stored account information. 

D. The file is redirecting users to a website that is determining users’ geographic location. 

Correct Answer: D 

 

 

QUESTION 10



An audit is assessing a small business that is selling automotive parts and diagnostic services. Due to increased
customer demands, the company recently started to accept credit card payments and acquired a POS terminal. Which
compliance regulations must the audit apply to the company? 

A. HIPAA 

B. FISMA 

C. COBIT 

D. PCI DSS 

Correct Answer: D 

Reference: https://upserve.com/restaurant-insider/restaurant-pos-pci-compliance-checklist/ 

 

QUESTION 11

A patient views information that is not theirs when they sign in to the hospital\\'s online portal. The patient calls the
support center at the hospital but continues to be put on hold because other patients are experiencing the same issue.
An incident has been declared, and an engineer is now on the incident bridge as the CyberOps Tier 3 Analyst. There is
a concern about the disclosure of PII occurring in real-time. 

What is the first step the analyst should take to address this incident? 

A. Evaluate visibility tools to determine if external access resulted in tampering 

B. Contact the third-party handling provider to respond to the incident as critical 

C. Turn off all access to the patient portal to secure patient records 

D. Review system and application logs to identify errors in the portal code 

Correct Answer: C 

 

 

QUESTION 12



Refer to the exhibit. IDS is producing an increased amount of false positive events about brute force attempts on the
organization\\'s mail server. How should the Snort rule be modified to improve performance? 

A. Block list of internal IPs from the rule 

B. Change the rule content match to case sensitive 

C. Set the rule to track the source IP 

D. Tune the count and seconds threshold of the rule 

Correct Answer: B 
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