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QUESTION 1

Router(config)#crypto key zeroize pubkey-chain

Which effect of this command is true?

A. The route immediately deletes its current public key from the cache and generates a new one.
B. The public key of the remote peer is deleted from the router cache.

C. The CA revokes the public key certificate of the router.

D. The current public key of the router is deleted from the cache when the router reboots, and the router generates a
new one.

E. The router sends a request to the CA to delete the router certificate from its configuration.

Correct Answer: B

QUESTION 2

Refer to the exhibit. One of the Windows machines in your network is experiencing a Dot1x authentication failure.
Windows machines are setup to acquire an IP address from the DHCP server configured on the switch, which is
supposed to hand over IP address from the 50.1.1.0/24 network, and forward AAA requests to the radius server at
161.1.7.14. Knowing that interface Gi0O/2 on the switch may receive authentication requests from other devices and
looking at the provided switch configuration, what could be the possible cause of this failure?

aaa new model aaa authentication login default group radius aaa authentication login NO_AUTH none aaa
authentication login vty local aaa authenticatio dot1x default group radius aaa authentication network default group
radius aaa accounting dotlx default start-stop group radius ! username cisco privilege 15 password 0 cisco dotlx
system-auth-control ! interface GigabitEthernet0/2 switchport mode access ip access-group Pre-Auth in authentication
host-mode multi-auth authentication open authentication port-control auto dotlx pae authenticator ! vlan 50 interface
Vlan50 ip address 50.1.1.1 255.255.255.0 ! ip dhcp excluded-address 50.1.1.1 ip dhcp pool pc-pool network 50.1.1.0
255.255.255.0 default-router 50.1.1.1 ! ip access-list extended Pre-Auth deny udp any eq bootpc any eq bootps deny ip
any any ! radius server ccie address ipv4 161.1.7.4 auth-port 1645 acct-port 1646 key cisco ! line con 0 login
authentication NO_AUTH line vty 0 4 login authentication vty

A. An incorrect dhcp pool is configured.

B. Authentication is not enabled on interface gi0/2.

C. Aaa dotlx authentication is not configured.

D. Authentication port-control is not set on interface gi0/2.
E. An incorrect pre-authentication acl is configured.

Correct Answer: E




QUESTION 3

Refer to the exhibit.Which two effects of this configuration are true?(Choose two)

A. Configuration commands on the router are authorized without checking the TACACS+ server

B. When a user logs in to privileged EXEC mode, the router will track all user activity

C. Requests to establish a reverse AUX connection to the router will be authorized against the TACACS+ server

D. When a user attempts to authenticate on the device, the TACACS+ server will prompt the user to enter the username
stored in the router\\'s database

E. If a user attempts to log in as a level 15 user, the local database will be used for authentication and the TACACS+
will be used for authorization

F. It configures the router\\'s local database as the backup authentication method for all TTY, console, and aux logins

Correct Answer: AB

QUESTION 4

A customer has configured a single Policy Set to authenticate and authorize MAB and 802.1x requests on Cisco ISE.
The 802.1x authorization rules are on the top of the list and check Active Directory group membership for a match. The
MAB results are at the bottom of the list and check local Identity Groups for a match. When a MAB request comes to
ISE:

A. ISE will drop the request because 802.1x and MAB rules are not allowed in the same Policy Set.

B. ISE will not try to find Active Directory group membership based on the 802.1x request.

C. ISE will ignore the 802.1x authentication rules on the top.

D. ISE will never match the MAB authorization rules at the bottom.

E. ISE will try to find the Active Directory group membership based on the MAB request.



Correct Answer: E

QUESTION 5

What are two types of attacks against wireless networks that can be prevented by a WLC? (Choose two)
A. DHCP rouge server attacks

B. Layer 3 flooding attacks

C. Inverse ARP attacks on specific ports

D. IP spoofing attacks

E. ARP sniffing attacks on specific ports

Correct Answer: AD

QUESTION 6

In your Corporate environment, you have various Active Directory groups based o the organizational structure and
would like to ensure that users are only able to access certain resources depending on which groups(s) they belong
to.This policy should apply across the network. You have ISE, ASA and WSA deployed, and would like to ensure the
appropriate policies are present to ensure access is only based on the user\\'s group membership. Addionally, you
don\\'t want the user to authenticate multiple times to get access. Which two ploicies are used to set this up? (Choose
two)

A. Deploy Cisco TrustSec Infrastructure, with ASA and WSA integrated with the ISE to transparently identity user based
on SGT assignment. when the user authenticates to the network. The SGTs can then be used in access policies

B. Deploy ISE, intergrate it with Active Directory, and based on group membership authirize the user to specific VLANSs.
These VLANs. These VLANSs (with specific subnets) should then be used in access policies on the ASA as well as the
WSA.

C. Deploy a Single Sign-On Infrastructure such as Ping, and Integrate ISE, ASA and WSA with it. Access policies will be
applied based on the user\\'s group membership retrieved from the authentication Infrastructure.

D. Configure ISE as an SSO Service Provider, and integrate with ASA and WSA using pxGrid. ASA and WSA will be
able to extract the relevant identity information from ISE to apply to the access policies once the user has authenticated
to the network.

E. Integrate ISE, ASA and WSA with Active Directory. Once user is authenticated to the network through ISE, the ASSA
and WSA will automatically extract the identity information from AD to apply the appropriate access policies.

F. Configure ISE to relay learned SGTs for the authenticates sessions with the binded destination address using SXP ro
SXp speakers that will be used to apply access policies at the traffic ingress point for segmentation

Correct Answer: AC




QUESTION 7

Refer to the Exhibit. FMC with address161.1.7.15 is not seeing AMP Connectors scan events reported to AMP cloud
from "test-pc" windows machine that belongs to "Protect” group. What could be the issue?

Mame  1e11.713

Description

CiscoFirepowerhlanagementCenterforihiare
UEL  https://fmclpodl ciscai@om

Application Type  Firepower Managemeft Center

Cancel Undate

Event Export Groups 1 group selected

Vo X' N p

Audit

AUdit Group for Cisco - 1ihussai

A. The Windows machine belongs to an incorrect group in the AMP cloud policy

B. FMC was not added in the AMP cloud

C. The incorrect group is sheeted for the events ex~ort m the AMP cloud for the FMC.
D. The Event must be viewed as a Connection event in the FMC

E. The AMP cloud was not added in the FMC

F. The Windows machine is not reporting scan events to the AMP cloud

G. The Windows machine is not reporting events to the FMC

Correct Answer: A

QUESTION 8



Which option does a wired MAB appear in ISE RADIUS live logs?

A. (Radius:Service-Type equals Framed) and (Radius:NAS-Port-Type equals Ethernet)

B. (Radius:Service-Type equals Call-Check) and (Radius:NAS-Port-Type equals Ethernet)

C. (Radius:Service-Type equals Call-Check) and (Radius:NAT-Port-Type equals PPPOEOVLAN)
D. (Radius:Service-Type equals Call-Check) and (Radius:NAS-Port-Type equals PPPoEOVLAN)

Correct Answer: C

QUESTION 9

Which statement about Remote Triggered Black Hole Filtering feature is true?

A. In RTBH filtering, the trigger device is always an ISP edge router

B. It helps mitigate DDoS attack based only on destination address

C. It works in conjunction with QoS to drop the traffic that has a lower priority

D. In RTBH filtering, the trigge device redistributes dynamic routes to the eBGP peers

E. The NullO interface used for filtering able to receive the traffic but never forwards it

F. It drops malicious traffic at the customer edge router by forwarding it to a NullO interface

Correct Answer: B

QUESTION 10

Which four tasks are needed to configure RSA token authentication through ACS? (Choose four)

A. Generate the sdconf.rec file on the RSA server for the authentication agent

B. Add the ACS server to the allowed ODBC query list on the RSA server

C. Define an OSBC client connection on the SRA server

D. On the ACS server, define the ODBC connection and the stored SQL procedure needed to RSA server
E. Define an authentication agent on the RSA server

F. Add the RSA server as an external identity server on ACS

G. Define an accounting agent on the RSA server

H. Upload the sdconf.rec to the ACS server



Correct Answer: AEFH

QUESTION 11

Which statement is true regarding the failover link when ASAs are configured in a failover mode?
A. The information sent over the failover link cannot be in dear text

B. Failover key is not required for the secure communication over the failover link

C. Configuration replication sent across the link can be secured using a failover key

D. The information sent over the failover link cannot be in dear text but it could be secured communication using a
failover key

E. It is not recommended to use secure communication over failover link when ASA terminating the VPN tunnel.
F. The information sent over the failover link can only be sent as a secured communication

Correct Answer: C

QUESTION 12

Which two statemens about Cisco URL Filtering on Cisco 10S software are true?(Choose two)
A. It supports Websense and N2H2 filtering at the same time.

B. It supports local URL lists and third - party URL filtering servers

C. By default, it uses ports 80 and 22.

D. It supports HTTP and HTTPS traffic.

E. By default, it allows all URLs when the connection to the filtering server is down.

F. It requires minimal CPU time

Correct Answer: B
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