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QUESTION 1

Which three action ranges are in the NG IPS profile? (Choose three.)
A. block only

B. block and monitor

C. block and do not monitor

D. allow only

E. allow and monitor

F. allow and do not monitor

Correct Answer: BEF

QUESTION 2

In which two form factors is PRSM available? (Choose two.)
A. Physical Appliance

B. Microsoft V-Hyper Virtual Appliance

C. VMware Virtual Appliance

D. Citrix XenServer Virtual Appliance

E. Web Services Application

Correct Answer: AC

QUESTION 3

Datagram Transport Layer Security (DTLS) was introduced to solve performance issues. Choose three characteristics
of DTLS. (Choose three.)

A. It uses TLS to negotiate and establish DTLS connections.
B. It uses DTLS to transmit datagrams.

C. Itis disabled by default.

D. It uses TLS for data packet retransmission.

E. It replaces underlying transport layer with UDP 443.

F. It uses TLS to provide low-latency video application tunneling.



Correct Answer: ABE

QUESTION 4

When the Cisco ASA appliance is processing packets, which action is performed first?
A. Check if the packet is permitted or denied by the inbound interface ACL.

B. Check if the packet is permitted or denied by the outbound interface ACL.

C. Check if the packet is permitted or denied by the global ACL.

D. Check if the packet matches an existing connection in the connection table.

E. Check if the packet matches an inspection policy.

F. Check if the packet matches a NAT rule.

Correct Answer: D

QUESTION 5

When preconfiguring a Cisco AnyConnect profile for the user group, which file is output by the Cisco AnyConnect profile
editor?

A. user.ini

B. user.html
C. user.pcf
D. user.xml

Correct Answer: D

QUESTION 6

Which three elements can an administrator use to control access to network resources through context- aware access
policies? (Choose three.)

A. 5-tuple characteristics
B. time of day

C. certificate fields

D. HTTP client type

E. application

F. geo-location data



G. VPN client

Correct Answer: ADE

QUESTION 7

Which three options are characteristics of WebType ACLs? (Choose three.)

A. They are assigned per-connection profile.

B. They are assigned per-user or per-group policy.

C. They can be defined in the Cisco AnyConnect Profile Editor.

D. They support URL pattern matching.
E. They support implicit deny all at the end of the ACL.
F. They support standard and extended WebType ACLs.

Correct Answer: BDE

QUESTION 8

Select and Place:

entries are required.

Drag the correctthree access list entries (from the left) and dropthem (on the right}in the order that is used when the interface ACL and glooal ACL are configured. Mot all access list

implicitdeny ip any any global access list rule entry Target
implicitdeny ip any any interface access list rule entry Target
implicit permit ip any any interface access listrule entry Target

implicit permitip any any global access list rule entry

interface access list entries

global zccess list entries

Implicit permitip any any from higher security level interface to lower security level
interface

Correct Answer:




Drag the correctthree access list entries (from the lefty and dropthem (on the right}in the order thatis used when the interface ACL and global ACL are configured. Mot all access list
entries are required.
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implicit permitip any any global access list rule entry

Implicit permitip any any from higher security level interface to lower security level
interface

QUESTION 9

The Cisco ASA software image has been erased from flash memory. Which two statements about the process to
recover the Cisco ASA software image are true? (Choose two.)

A. Access to the ROM monitor mode is required.

B. The Cisco ASA appliance must have connectivity to the TFTP server where the Cisco ASA image is stored through
the Management 0/0 interface.

C. The copy tftp flash command is necessary to start the TFTP file transfer.
D. The server command is necessary to set the TFTP server IP address.
E. Cisco ASA password recovery must be enabled.

Correct Answer: AD

QUESTION 10

Refer to the exhibit.



failover

failover lan unit primary

failover lan interface MYFAILOVER GigabitEthernet0/2
failoverinterface ip MYFAILOVER 172.16.5.1 2&5.255.0 standby 172.16.5.10
failover link MYFAILOVER GigabitEtherne%@f

failover key ciscol23 >

failovergroup 1 V'E"

primary QP‘

preempt "b(,

failover group 2 Q

secondary

preempt

Which command enables the stateful failover option?

A. failover link MYFAILOVER GigabitEthernet0/2

B. failover lan interface MYFAILOVER GigabitEthernet0/2

C. failover interface ip MYFAILOVER 172.16.5.1 255.255.255.0 standby 172.16.5.10
D. preempt

E. failover group 1 primary

F. failover lan unit primary

Correct Answer: A

QUESTION 11

Which license is required on the Cisco ASA NGFW for an administrator to manage it securely from a remote laptop?
A. AnyConnect Endpoint Assessment

B. AnyConnect Premium

C. AnyConnect for Mobile

D. AnyConnect for Cisco VPN phone

E. Cisco Secure Desktop

Correct Answer: B

QUESTION 12

Which two options are identity policy types? (Choose two.)



A. known
B. unknown
C. active

D. passive
E. white-list
F. black-list

Correct Answer: CD
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