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QUESTION 1

Which three malware categories does real-time Malware Scanning protect you from? (Choose three) 

A. Antivirus Monitoring 

B. Adware 

C. Trojan Downloader 

D. Outbreak Filters 

E. Web Reputation 

F. Phishing URL 

Correct Answer: BCF 

ASAS Security Advanced Threats SE Module 6 

 

QUESTION 2

What is key feature of Cognitive Threat Analytics? 

A. It enables safe email usage with event Analytics 

B. It improves threat detection over time with machine learning 

C. It enhances anonymity with URL filtering 

D. It enables greater endpoint device profiling intelligence with entity modeling 

Correct Answer: B 

ASAS Security Advanced Threats SE Module 

 

QUESTION 3

Which two features are part of the ISE Plus license? (Choose two.) 

A. Threat Centric NAC 

B. Profiling and feed services 

C. Guest management 

D. Cisco pxGrid 

E. Basic network Access AAA. 802 IX 

Correct Answer: BD 
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QUESTION 4

How does the Cisco AnyConnect AMP Module help to protect customer\\'s networks? 

A. AMP is a unified agent that combines posture check and authentication across wired wireless, and VPN networks. 

B. AMP Module can profile devices before allowing them to connect 

C. AMP provides highly secure access for select enterprise mobile applications 

D. AnyConnect can deploy AMP for Endpoints for Windows or OSX 

Correct Answer: D 

 

ASAS Policy and Access SE Module 5 

 

QUESTION 5

Which are two main features of ASAv and NGFWv? (Choose two.) 

A. File trajectory 

B. API-based management 

C. File reputation 

D. Agile provisioning 

Correct Answer: BD 

ASAS Security NGFW and NGIPS SE Module 4 

 

QUESTION 6

Which Cisco product is a part of the Data Center threat centric solution? 

A. Cloudlock 

B. Cisco Defense Orchestrator 

C. NGFWv 

D. Meraki MX 

Correct Answer: C 

ASAS Security Threat Centric Solutions - AM and SE Module 7 



 

QUESTION 7

What are three main challenges addressed by Cisco\\'s cloud delivered security solutions? (Choose three.) 

A. Threats are becoming too advanced tor traditional hardware 

B. Solutions often require frequent hardware updates 

C. Employees are unable to work remotely 

D. Businesses are using email too frequently 

E. Frequently installing new servers, appliances, and devices adds to the maintenance workload 

F. IT staff must continuously grow with additional specializations to address the solutions 

Correct Answer: BEF 

ASAS Cisco Cloud Security SE - Module 3 

 

QUESTION 8

Which Cisco product included in the Endpoint threat-centric solution? 

A. Umbrella 

B. ASAv 

C. Meraki MX 

D. Cloudlock 

Correct Answer: A 

ASAS Security Threat Centric Solutions - AM and SE Module 7 

 

QUESTION 9

Which TrustSec feature allows customers to simplify firewall administration, avoiding the common rule explosions that
happen when new servers are onboarded? 

A. Firewall administration 

B. Push policies 

C. Traffic tagging 

D. Regulate access 

Correct Answer: C 
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QUESTION 10

Which is a key feature of Cisco Defense Orchestra? 

A. Profiles devices connected to customer s network 

B. Orchestrates security policy management form one place 

C. Consolidates configuration management 

D. Protects customers network against zero-day attacks 

Correct Answer: B 

 

QUESTION 11

Which StealthWatch device monitors, analyzes, separates, categorizes, and stores information from each flow, allowing
it to create a baseline of typical expected network activity? 

A. Flow collector 

B. Advanced malware protection 

C. Forensic investigation 

D. Malware clustering 

Correct Answer: A 

 

QUESTION 12

Which are two main features of Intrusion Prevention? (Choose two.) 

A. Threat analysis through network behavior analysis 

B. Protecting against Zero-Day attacks 

C. Layer-4 traffic monitoring across platforms 

D. Vulnerability-based threat management 

Correct Answer: AD 
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