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QUESTION 1

Creating a secondary authentication process for network access would be an example of? 

A. An administrator with too much time on their hands. 

B. Putting undue time commitment on the system administrator. 

C. Supporting the concept of layered security 

D. Network segmentation. 

Correct Answer: C 

 

QUESTION 2

When dealing with risk, the information security practitioner may choose to: 

A. assign 

B. transfer 

C. acknowledge 

D. defer 

Correct Answer: C 

 

QUESTION 3

Which of the following best describes an access control process that confirms the identity of the entity seeking access to
a logical or physical area? 

A. Identification 

B. Authorization 

C. Authentication 

D. Accountability 

Correct Answer: B 

 

QUESTION 4

Which of the following is MOST important when dealing with an Information Security Steering committee: 

A. Include a mix of members from different departments and staff levels. 



B. Ensure that security policies and procedures have been vetted and approved. 

C. Review all past audit and compliance reports. 

D. Be briefed about new trends and products at each meeting by a vendor. 

Correct Answer: C 

 

QUESTION 5

One of your executives needs to send an important and confidential email. You want to ensure that the message cannot
be read by anyone but the recipient. Which of the following keys should be used to encrypt the message? 

A. Your public key 

B. The recipient\\'s private key 

C. The recipient\\'s public key 

D. Certificate authority key 

Correct Answer: C 

 

QUESTION 6

Within an organization\\'s vulnerability management program, who has the responsibility to implement remediation
actions? 

A. Security officer 

B. Data owner 

C. Vulnerability engineer 

D. System administrator 

Correct Answer: D 

 

QUESTION 7

Which of the following is the MOST effective method for discovering common technical vulnerabilities within the IT
environment? 

A. Reviewing system administrator logs 

B. Auditing configuration templates 

C. Checking vendor product releases 

D. Performing system scans 



Correct Answer: D 

 

QUESTION 8

Which of the following is a term related to risk management that represents the estimated frequency at which a threat is
expected to transpire? 

A. Single Loss Expectancy (SLE) 

B. Exposure Factor (EF) 

C. Annualized Rate of Occurrence (ARO) 

D. Temporal Probability (TP) 

Correct Answer: C 

 

QUESTION 9

You have recently drafted a revised information security policy. From whom should you seek endorsement in order to
have the GREATEST chance for adoption and implementation throughout the entire organization? 

A. Chief Information Security Officer 

B. Chief Executive Officer 

C. Chief Information Officer 

D. Chief Legal Counsel 

Correct Answer: B 

 

QUESTION 10

The rate of change in technology increases the importance of: 

A. Outsourcing the IT functions. 

B. Understanding user requirements. 

C. Hiring personnel with leading edge skills. 

D. Implementing and enforcing good processes. 

Correct Answer: D 

 

QUESTION 11

The MOST common method to get an unbiased measurement of the effectiveness of an Information Security



Management System (ISMS) is to 

A. assign the responsibility to the information security team. 

B. assign the responsibility to the team responsible for the management of the controls. 

C. create operational reports on the effectiveness of the controls. 

D. perform an independent audit of the security controls. 

Correct Answer: D 

 

QUESTION 12

A security professional has been promoted to be the CISO of an organization. The first task is to create a security policy
for this organization. The CISO creates and publishes the security policy. This policy however, is ignored and not 

enforced consistently. 

Which of the following is the MOST likely reason for the policy shortcomings? 

A. Lack of a formal security awareness program 

B. Lack of a formal security policy governance process 

C. Lack of formal definition of roles and responsibilities 

D. Lack of a formal risk management policy 

Correct Answer: B 
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