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1. Which of the following are valid authentication options for the Hardware Client? (Choose two) 

A. User Authentication 

B. Unit Authentication 
 

 
C. IP Address Authentication 

 

 
D. Interactive Group Authentication 

Answer: AB 
 

 
2. What is the default configuration of the Cisco VPN 3002 public interface? 

A. DHCP server is enabled 

B. DHCP client is enabled 
 

 
C. static IP address of 192.168.10.1 

 

 
D. no configuration 

Answer: B 
 

 
3. For network extension RRI, which IP address does the Cisco VPN Concentrator advertise? 

A. Cisco VPN Client NIC IP address 

B. Cisco VPN 3002 assigned IP address 
 

 
C. Cisco VPN 3002 public interface IP address 

 

 
D. Cisco VPN 3002 private interface network address 

Answer: D 
 

 
4. When configuring group attributes in the Cisco VPN Concentrator, which three parameters are 

configurable group attributes? Choose three. 

 
A. access hours 

 

 
B. idle timeout 

 

 
C. connection priority 

 

 
D. maximum connect time 

 

 
E. access level 



 

 

F. TACACS+ server IP address 

Answer: ABD 
 

 
5. To troubleshoot SCEP enrollment, the administrator should scrutinize what event class in the event 

log? 

 
A. IKE 

B. IPSec 

C. SCEP 

D. Cert 

Answer: D 
 

 
6. For the Cisco VPN Concentrator, what are the two types of certificate enrollment? Choose two. 

A. file-based enrollment process 

B. SCEP 
 

 
C. PKCS#15 enrollment process D. 

automated enrollment process E. 

out-of-band enrollment process 

F. certified enrollment process 

Answer: AB 
 

 
7. LAB 

 

 
8. Which of the following predefined administrators allows the administrator all rights except SNMP 

access? 



 
 

 
 

 

A. User 
 

 
B. MIS 

 

 
C. Config 

 

 
D. ISP 

Answer: C 

 
9. In the GUI, what happens if you reboot without saving the configuration changes? 

A. configuration changes are lost 

B. configuration changes remain 
 

 
C. system does not allow you to reboot without saving 

 

 
D. system warns you that the configuration changes will be lost, do you still want to proceed 

Answer: A 
 

 
10. What type of keys does RSA use for encryption and decryption? 

A. symmetrical keys 

B. asymmetrical keys 



 

 

C. exponentiation keys 
 

 
D. elliptical curve keys 

Answer: B 
 

 
11. Which feature enables the Concentrator administrator to centrally define a set of rules for the Cisco 

VPN Client firewall? 

A. AYT 

B. CPP 
 

 
C. Stateful Firewall 

 

 
D. CIC Firewall 

Answer: B 
 

 
12. When completing an enrollment request form, which enrollment request field must match a group 

name configured in the remote Cisco VPN Concentrator? 

 
A. common name 

 

 
B. organizational unit 

 

 
C. organization 

 

 
D. subject alternative name 

 

 
Answer: B 

 

 
13. Within the Cisco VPN Concentrator series of products, what is the maximum number of simultaneous 

sessions supported when doing encryption in hardware? 

 
A. 100 

 

 
B. 1500 

 

 
C. 5000 

 

 
D. 10000 

Answer: D 
 

 
14. LAB 

 

 
15. Which of the following are valid backup server options? (Choose two) 



 
 

 
 

 

A. use list configured on Radius Server 
 

 
B. use list configured on Client 

 

 
C. use list configured on TACACS+ Server 

 

 
D. use list configured on Concentrator 

Answer: BD 
 

 
16. What are three steps in the file-based certificate enrollment process? Choose three. 

A. The identity certificate is loaded into the Cisco VPN Concentrator first. 

B. The CA generates the root and identity certificates. 
 

 
C. The root certificate is loaded into the Cisco VPN Concentrator second. 

D. The root certificate is loaded into the Cisco VPN Concentrator first. 

E. Cisco VPN Concentrator generates a PKCS#7. 
 

 
F. The Cisco VPN Concentrator generates a PKCS#10. 

Answer: BDF 

 
17. Which feature allows automatic certificate enrollment with the CA? 



 

 

A. Mode Configuration 
 

 
B. SCEP 

 

 
C. Quick Configuration 

D. VRRP 

E. RRI 

Answer: B 
 

 
18. What is the maximum number of users the Cisco VPN 3002 can support? 

A. 1 

B. 8 
 

 
C. 32 

 

 
D. 253 

Answer: D 
 

 
19. In the local network section of the IPSec LAN-to-LAN screen, what IP address is entered in the IP 

address field? 
 

 
A. network, subnet, and host IP address of the remote Cisco VPN Concentrator's private interface 

 

 
B. network and subnet IP address of the remote private LAN 

 

 
C. network, subnet, and host IP address of the local Cisco VPN Concentrator's private interface 

 

 
D. network and subnet IP address of the local private LAN 

Answer: D 

 
20. Which client RRI statement is true? 

 

 
A. host route is deleted when the client RRI is disabled 

 

 
B. host route is added when the option is enabled 

C. host route can be advertised with both OSPF and RIP 

D. host route is advertised out the public interface 

Answer: C 
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