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QUESTION 1

Which statement correctly describes a wireless client connection to the Cisco WLC v7.0 that is configured for web guest
access? 

A. The client associates to the anchor controller and authenticates to the anchor controller. 

B. The client associates to the anchor controller and authenticates to the foreign controller. 

C. The client associates to the foreign controller and authenticates to the anchor controller. 

D. The client associates to the foreign controller and authenticates to the foreign controller. 

Correct Answer: C 

 

QUESTION 2

Which device performs the definition of rules and requirements for posture assessment of a wireless client when
implementing a NAC appliance solution? 

A. Cisco NAC Guest Server 

B. Cisco Secure Access Control System 

C. Cisco 802.1X supplicant 

D. Cisco NAC Appliance Agent 

E. Cisco NAC Appliance Manager 

F. Cisco NAC Appliance Server 

G. Cisco IPS Appliance 

Correct Answer: E 

 

QUESTION 3

Many users report being disconnected from the WLAN and WCS shows events for broadcast deauthentication frames.
What security feature mitigates the issue? 

A. WPA2 

B. MFP 

C. IDS 

D. ACL 

E. IPS 



Correct Answer: B 

 

QUESTION 4

An engineer needs to verify a corporate user\\'s authentication on an SSID using NAC. What two locations should be
viewed to verify the NAC state? (Choose two.) 

A. WLC 

B. CAS 

C. CAM 

D. ACS 

E. NGS 

Correct Answer: AC 

 

QUESTION 5

Select and Place: 

Correct Answer: 



 

QUESTION 6

Which device provides IDS and IPS protection in a Cisco Unified Wireless Network against wireless clients with viruses
and worms? 

A. Cisco NAC Guest Server 

B. Cisco Secure Access Control System 

C. Cisco WLC 

D. Cisco WCS 

E. Cisco NAC Appliance Manager 

F. Cisco NAC Appliance Server 

G. Cisco IPS Appliance 

Correct Answer: G 

 

QUESTION 7

Which two EAP type(s) require a client certificate? (Choose two.) 

A. LEAP 

B. PEAP 

C. EAP-FAST 

D. EAP-TLS 

E. EAP-MD5 

Correct Answer: CD 

 



QUESTION 8

Which two situations permit the Cisco WCS v7.0 to successfully trace a rogue to a switch port? (Choose two.) 

A. The rogue is broadcasting an infrastructure SSID. 

B. The rogue has a client that is associated. 

C. The wired MAC address of the rogue is equal to or +1/-1 of the wireless MAC address of the rogue. 

D. The rogue is on the same switch as a CAPWAP AP. 

E. The rogue has been identified using RLDP. 

Correct Answer: BC 

 

QUESTION 9

A wireless client has finished 802.1X and EAP using WPA2 with a controller-based AP network using a central AAA
server. How is unicast encryption implemented on the client? 

A. The client uses the PMK that is sent from the AAA server that is derived from EAP authentication. 

B. The client uses the PTK that is sent from the WLC, which was derived from the PMK that is sent from the AAA
server. 

C. The client uses the PTK that is derived from EAP authentication. 

D. The client uses the PMK that is derived from a four-way handshake with the AP. 

E. The client uses the PTK that is derived from a four-way handshake with the AP. 

Correct Answer: E 

 

QUESTION 10

What are the four packet types that are used by EAP? (Choose four.) 

A. EAP Type 

B. EAP Request 

C. EAP Identity 

D. EAP Response 

E. EAP Success 

F. EAP Failure 

G. EAP Authentication 

Correct Answer: BDEF 



 

QUESTION 11

When deploying wireless Cisco NAC OOB operations, which appliance performs VLAN mappings to map the quarantine
VLANs to the access VLANs? 

A. Cisco NAC Appliance Manager 

B. Cisco NAC Appliance Server 

C. Cisco NAC Guest Server 

D. Cisco Wireless LAN Controller 

E. the Layer 3 switch that connects the Cisco WLC to the Cisco NAC appliances 

Correct Answer: B 

 

QUESTION 12

Users are being disconnected from the WLAN and an engineer has found multiple alerts of broadcast deauthentication
frames on the Cisco WLC. Together, which two solutions resolve this issue? (Choose two.) 

A. Change the APs to standalone mode. 

B. Change authentication to WPA or WPA2. 

C. Disable broadcasts on the WLAN. 

D. Enable MFP on the WLAN. 

E. Locate the attacker with rogue detection. 

Correct Answer: BD 
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