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QUESTION 1

Which FirePOWER services feature is included by default with the base software? 

A. AMP 

B. URL 

C. IPS 

D. AVC 

Correct Answer: D 

 

QUESTION 2

Which AMP feature provides continuous analysis capabilities? 

A. retrospection 

B. file reputation 

C. file analysis 

D. sandboxing 

Correct Answer: A 

 

QUESTION 3

What are the two requirements for conducting a customer on-site evaluation? (Choose two.) 

A. FirePOWER services module deployed in monitor-only mode 

B. access to Cisco dCloud 

C. FirePOWER services module deployed in inline mode 

D. switch with a SPAN port 

E. switch with SVI in the same subnet as the adaptive security appliance 

Correct Answer: AB 

 

QUESTION 4

What does the NSS Labs Next Generation Firewall Security Value Map measure? 

A. security effectiveness versus total cost of ownership 



B. security effectiveness versus total system downtime 

C. total cost of ownership versus advertised maximum throughput 

D. security effectiveness versus advertised maximum throughput 

Correct Answer: A 

 

QUESTION 5

Which product supports the FirePOWER services hardware module? 

A. Cisco ASA 5525-X 

B. Cisco ASA 5555-X 

C. Cisco ASA 5800-X 

D. Cisco ASA 5585-X 

Correct Answer: D 

 

QUESTION 6

With which hardware option must Cisco ASA models below the 5585-X be sold to support FirePOWER services? 

A. SSP module 

B. FireSIGHT Management Center 

C. SSD 

D. FirePOWER services bundle 

Correct Answer: A 

 

QUESTION 7

Which two network visibility categories are supported by FirePOWER services beyond a typical next- generation firewall
solution? (Choose two.) 

A. mobile devices 

B. applications 

C. users 

D. file transfers 

E. operating systems 



Correct Answer: BC 

 

QUESTION 8

Which two deployment options are available for FireSIGHT Management Center? (Choose two ) 

A. on-box application for Cisco ASA 

B. Windows server 

C. dedicated appliance 

D. module embedded in Cisco Prime Infrastructure 

E. virtual machine 

Correct Answer: CE 

 

QUESTION 9

Which version of AMP is available on the Cisco ASA with FirePOWER services module? 

A. network 

B. content 

C. endpoint 

D. applications 

Correct Answer: A 

 

QUESTION 10

Which FirePOWER services capability supports seamless processing after an adaptive security appliance stateful
failover event? 

A. midsession pickup 

B. TCP intercept 

C. SFR stateful failover 

D. FireSIGHT central policy distribution 

Correct Answer: A 

 

QUESTION 11



Which FirePOWER services deployment mode is recommended for customer evaluations? 

A. IDS 

B. Inline 

C. Monitor-Only 

D. SPAN 

Correct Answer: C 

 

QUESTION 12

A customer wants to block instant-messaging traffic within Facebook Chat for its employees. Which feature licensing
option provides this capability\\'? 

A. default FirePOWER services 

B. IPS 

C. URL 

D. AVC 

E. botnet filtering 

Correct Answer: D 
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