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QUESTION 1

During testing and configuration activities in the development environment a security analyst mistakenly deleted some of
the new attributes needed for one of the policies. The security analyst became aware of this mistake after deploying the
changes.

Assuming the analyst followed best practices, which action restores the inadvertently deleted attributes?

A. Use the "Roll Back" feature in the "Deploy Changes" dialogue

B. Recreate the attributes from memory in the "Secure Mobile Settings / Policy /Attributes” section

C. Restore the most recent Snapshot in the "Manage System Settings / System Settings / Snapshots" screen

D. Activate the other inactive partition under \\'Manage System Settings / Updates and Licensing / Firmware Settings"

Correct Answer: C

QUESTION 2

What are two advantages of redundancy? (Choose two.)
A. Price

B. Security

C. Capacity

D. Reliability

E. Simplicity

Correct Answer: BC

QUESTION 3

Which step should be completed after completing the installation wizard?

A. Import the activation key

B. Check for the latest fix packs

C. Configure the Risk-based Access Policies

D. Run the isaincfg tool to configure Mobile for use with a WebSEAL instance

Correct Answer: D

QUESTION 4



Which two values are valid for the self-diagnostic test command for hardware appliances? (Choose two.)
A. Stat

B. Disk

C. Blocks

D. Storage

E. Network

Correct Answer: DE

QUESTION 5

How is NIST SP800-131a compliance configured?

A. Enable NIST SP800 mode, disable FIPS mode

B. Enable NIST mode, set FIPS to active mode, enable TLS 1.2

C. Enable NIST mode, disable FIPS mode, optionally enable TLS 1.2

D. Enable FIPS mode, set the tuning parameter to strict mode, optionally enable TLS 1.2

Correct Answer: A

QUESTION 6

Which two features are available in ISAM for Mobile V8? (Choose two.)
A. Web API Management

B. Layer-6 load balancing

C. Session Management Server

D. Risk evaluation based on IP reputation

E. Step up Authentication using out-of-the-box OTP\\'s

Correct Answer: CD

QUESTION 7

Which virtualization software could be used when planning on deploying a test environment on a laptop for ISAM for
Mobile V8?2

A. Xen



B. Microsoft Virtual PC

C. VMware Workstation

D. Oracle VM VirtualBox

Correct Answer: C

QUESTION 8

You are tasked with planning an ISAM for Mobile deployment for external clients. What should be part of your plan?
A. Request a DMZ IP address for the application interface

B. Request an internal IP address for the application interface

C. Request an external IP address for the application interface

D. Request a broadcast IP address for the application interface

Correct Answer: D

QUESTION 9

Where are SSL certificate databases managed in ISAM for Mobile web console?
A. Manage System Settings > Secure Settings > Certificates

B. Manage Security Settings > System Settings > Certificates

C. Manage System Settings > Secure Settings > SSL Certificates

D. Manage Security Settings > System Settings > SSL Certificates

Correct Answer: C

QUESTION 10

Which system alert object can be added?
A. SMS

B. SMTP

C. Event sog

D. Remote syslog

Correct Answer: D




QUESTION 11

Which component (if any) has only a single instance on the appliance?
A. The console port

B. The application port

C. The management port

D. All components are redundant.

Correct Answer: D

QUESTION 12

How is the IP reputation database updated?

A. Download a quarterly update from Fix Central

B. Configure automatic updates in the IP Reputation Database screen

C. Download the latest update from IBM X-Force and install as a fix pack

D. Configure IP Reputation Database updates in the Mobile Security Settings screen

Correct Answer: D
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