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QUESTION 1

Which of the following is the BEST approach for a local office of a global organization faced with multiple privacy-related
compliance requirements? 

A. Focus on developing a risk action plan based on audit reports. 

B. Focus on requirements with the highest organizational impact. 

C. Focus on global compliance before meeting local requirements. 

D. Focus on local standards before meeting global compliance. 

Correct Answer: D 

 

QUESTION 2

A web-based payment service is adding a requirement for biometric authentication. Which risk factor is BEST mitigated
by this practice? 

A. User validation failures when reconnecting after lost sessions 

B. Zero-day attacks and exploits 

C. Identity spoofing by unauthorized users 

D. Legal liability from the misuse of accounts 

Correct Answer: C 

 

QUESTION 3

An organization has a policy requiring the encryption of personal data if transmitted through email. Which of the
following is the BEST control to ensure the effectiveness of this policy? 

A. Provide periodic user awareness training on data encryption. 

B. Implement a data loss prevention (DLP) tool. 

C. Conduct regular control self-assessments (CSAs). 

D. Enforce annual attestation to policy compliance. 

Correct Answer: C 

 

QUESTION 4

Which of the following MUST be available to facilitate a robust data breach management response? 



A. Lessons learned from prior data breach responses 

B. Best practices to obfuscate data for processing and storage 

C. An inventory of previously impacted individuals 

D. An inventory of affected individuals and systems 

Correct Answer: A 

Reference: https://securityscorecard.com/blog/the-ultimate-data-breach-response-plan 

 

QUESTION 5

Which of the following should be considered personal information? 

A. Biometric records 

B. Company address 

C. University affiliation 

D. Age 

Correct Answer: A 

 

QUESTION 6

Which of the following roles is responsible for establishing procedures that address the use of personal data for
continuous auditing? 

A. Data processor 

B. Data controller 

C. Data modeler 

D. Data architect 

Correct Answer: B 

 

QUESTION 7

Which of the following BEST ensures an organization\\'s data retention requirements will be met in the public cloud
environment? 

A. Service level agreements (SLAs) 

B. Cloud vendor agreements 

C. Data classification schemes 



D. Automated data deletion schedules 

Correct Answer: A 

 

QUESTION 8

Of the following, who should be PRIMARILY accountable for creating an organization\\'s privacy management strategy? 

A. Chief data officer (CDO) 

B. Privacy steering committee 

C. Information security steering committee 

D. Chief privacy officer (CPO) 

Correct Answer: C 

 

QUESTION 9

What type of personal information can be collected by a mobile application without consent? 

A. Full name 

B. Geolocation 

C. Phone number 

D. Accelerometer data 

Correct Answer: A 

 

QUESTION 10

Which of the following should be the PRIMARY consideration when evaluating transaction-based cloud solutions? 

A. Service level agreements (SLAs) 

B. Joint data protection responsibilities 

C. Data protection capabilities 

D. Elasticity of the service offerings 

Correct Answer: B 

 

QUESTION 11

Which of the following is the MOST important consideration when choosing a method for data destruction? 



A. Granularity of data to be destroyed 

B. Time required for the chosen method of data destruction 

C. Validation and certification of data destruction 

D. Level and strength of current data encryption 

Correct Answer: A 

 

QUESTION 12

Which of the following is the PRIMARY reason for an organization to use hash functions when hardening application
systems involved in biometric data processing? 

A. To ensure technical security measures are effective 

B. To prevent possible identity theft 

C. To meet the organization\\'s security baseline 

D. To reduce the risk of sensitive data breaches 

Correct Answer: D 
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