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QUESTION 1

How can rainbow tables be defeated?

A. Password salting

B. Use of non-dictionary words

C. All uppercase character passwords

D. Lockout accounts under brute force password cracking attempts

Correct Answer: A

QUESTION 2

Here is the ASCII Sheet.
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You want to guess the DBO username juggyboy (8 characters) using Blind SQL Injection technique. What is the correct
syntax?

A http:S /v, jepeingfleld, com/page, aspx7id=1; IF (ASCII{lowser (substcing((USEF),1,131)2 106) WAITEOR DELAY
‘00:00:10°0

hetps/ ana, Jopeangfield, com/page  aapu?ad=1) IF (ASCIT({lowsr [oubetring (USSR, 4, 4)} )= 117) WATTFOR DELAY
'00:00:10'0

http://iana, yspringfield, com/page. aspx?id=1; IF (ASCIT(Lower (substring(|(USEF),1,1)))=103) WAITFOR DELAY
"00:00:10'0

hetp:/vani. japringfield. com/page. aspx?id=1; IF (ASCII{lowsr [substring((USEF},1,1)))=103] WAITFOR DELAY
‘00:00:10°0

heepr//ans ysprangfield. com/page. aspxrid=1; IF (ASCII(lowsr (substrang(({USER],1,1))}=121) WAITFOR DELAY
"Ae:0n:100

httpr /e, Jeprangfield. com/pege. aspxiid=l; IF (ASCII(lowsr {substrang((USEF),1,1)))=98) WATTFOR DELAY
‘G0:06:10'0

http:/vams, yepringfield, com/page. aspx?id=1; IF (ASCII|Lowsr (substring((USEF),1,1)))=111) WAITFOR DELAY
"00:00:10°0

http: //unas, jopringfield, com/page. aspx?id=1; IF (ASCII(lowsr(substring((USEF]},1,1)))=121] WAITFOR DELAY
'00:00:10"--

B  http://ws.jspringfield.com/page.aspxtad=1; IF (ASCII(lower [substring((USER],1,1}}))=
134,156,111, 136,196, 145, 144, 188) WAITFOR DELAY '00:00:10'0

€. httpr//wess. jopringfield.com/page. appxtid=1; IF (ASCII(Llower (substring((USER).1,11)]= 144] WAITFOR DELAY
'00:00:10'0

http://vaas, Jepringfield. com/page.anpx?idFl; IF (ASCIT(lower (substring((USER),1,1}))= 123) WAITFOR DELAY
'00:00:10'0

htep://vami, Japringfiald, com/page. aspxtad=l; IF [ASCII|lower (substring((USER),1,1))}=156) MAITFOR DELAY
'00:00:10'0

http:/ /s, Japringfield.com/page . aspxTidsl; IF (ASCIT(lowsr (substring( (USER),1,1)))=187) WAITPOR DELAY
'00:00:10°0

http: /fumms, jspringfield, com/page. aspxtid=l; IF [ASCII(lower (=ubstring((U5ER},1,1)))=199) WAITFOR DELAY
'00:00:10'0

kekp) /S vane, yopringficld. com/page.aspxtidrl) IF (ASCIY|lower (oubstring| (USER),1,1}))™133) WAITPOR DELAY
'00:00:10'0

hetp://wes, Japringfield. com/page. aspx?id=l; IF (ASCII|lower (substring((USER),1,1)])=111) WAITPOR DELAY
'00:00:10'0

http:/ fvmma. jspringfield. com/page.aspxtad=l; IF [ASCII[lower (substring((USER),1,1))}=122) WAITFOR DELAY
'0C:00:10'—

D. http://vem. jspringfield.com/page.aspx?id=l; IF (ASCII(lower (substring((USER},1,1)}1= J,u.q.9.7.b.,0,7) WAITFOR
DELAY '00:00:10'0

A. Option A
B. Option B
C. Option C
D. Option D

Correct Answer: A

QUESTION 3



Which of the following statements would NOT be a proper definition for a Trojan Horse?

A. An authorized program that has been designed to capture keyboard keystroke while the user is unaware of such
activity being performed

B. An unauthorized program contained within a legitimate program. This unauthorized program performs functions
unknown (and probably unwanted) by the user

C. A legitimate program that has been altered by the placement of unauthorized code within it; this code performs
functions unknown (and probably unwanted) by the user

D. Any program that appears to perform a desirable and necessary function but that (because of unauthorized code
within it that is unknown to the user) performs functions unknown (and definitely unwanted) by the user

Correct Answer: A

QUESTION 4

During a penetration test, the tester conducts an ACK scan using NMAP against the external interface of the DMZ
firewall. NMAP reports that port 80 is unfiltered. Based on this response, which type of packet inspection is the firewall
conducting?

A. Host

B. Stateful

C. Stateless

D. Application

Correct Answer: C

QUESTION 5

Which type of sniffing technique is generally referred as MiTM attack?



MAC Fiooding

DNS Poisoning

ARP Poisoning

Attacker

DHCP Attacks
Password Sniffing

Spoofing Attack

A. Password Sniffing
B. ARP Poisoning
C. Mac Flooding

D. DHCP Sniffing

Correct Answer: B

QUESTION 6

A very useful resource for passively gathering information about a target company is:
A. Host scanning

B. Whois search

C. Traceroute

D. Ping sweep

Correct Answer: B




QUESTION 7

What is a primary advantage a hacker gains by using encryption or programs such as Loki?
A. It allows an easy way to gain administrator rights

B. It is effective against Windows computers

C. It slows down the effective response of an IDS

D. IDS systems are unable to decrypt it

E. Traffic will not be modified in transit

Correct Answer: D

QUESTION 8

What are the three types of authentication?
A. Something you: know, remember, prove
B. Something you: have, know, are

C. Something you: show, prove, are

D. Something you: show, have, prove

Correct Answer: B

QUESTION 9

A security consultant is trying to bid on a large contract that involves penetration testing and reporting. The company
accepting bids wants proof of work so the consultant prints out several audits that have been performed. Which of the
following is likely to occur as a result?

A. The consultant will ask for money on the bid because of great work.

B. The consultant may expose vulnerabilities of other companies.

C. The company accepting bids will want the same type of format of testing.

D. The company accepting bids will hire the consultant because of the great work performed.

Correct Answer: B

QUESTION 10
What is the essential difference between an "Ethical Hacker\\' and a “Cracker\\'?

A. The ethical hacker does not use the same techniques or skills as a cracker.



B. The ethical hacker does it strictly for financial motives unlike a cracker.
C. The ethical hacker has authorization from the owner of the target.
D. The ethical hacker is just a cracker who is getting paid.

Correct Answer: C

QUESTION 11

Which of the following is an example of IP spoofing?
A. SQL injections

B. Man-in-the-middle

C. Cross-site scripting

D. ARP poisoning

Correct Answer: B

QUESTION 12

Clive has been monitoring his IDS and sees that there are a huge number of ICMP Echo Reply packets that are being
received on the external gateway interface. Further inspection reveals that they are not responses from the internal
hosts\\' requests but simply responses coming from the Internet.

What could be the most likely cause?

A. Someone has spoofed Clive\\'s IP address while doing a smurf attack.

B. Someone has spoofed Clive\\'s IP address while doing a land attack.

C. Someone has spoofed Clive\\'s IP address while doing a fraggle attack.

D. Someone has spoofed Clive\\'s IP address while doing a DoS attack.

Correct Answer: A
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