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QUESTION 1

A FortiGate 60 unit is configured for your small office. The DMZ interface is connected to a net- work containing a web
server and email server. The Internal interface is connected to a network containing 10 user workstations and the WAN1
interface is connected to your ISP.

You want to configure firewall policies so that your users can send and receive email messages to the email server on
the DMZ network. You also want the email server to be able to retrieve email messages from an email server hosted by
your ISP using the POP3 protocol.

Which policies must be created for this communication? (Select all that apply.)

A. Internal > DMZ

B. DMZ > Internal

C. Internal > WAN1

D. WANL1 > Internal

E. DMZ > WAN1

F. WAN1 > DMZ

Correct Answer: AE

QUESTION 2

Which of the following network protocols can be used to access a FortiGate unit as an adminis- trator?
A. HTTPS, HTTP, SSH, TELNET, PING, SNMP

B. FTP, HTTPS, NNTP, TCP, WINS

C. HTTP, NNTP, SMTP, DHCP

D. Telnet, FTP, RLOGIN, HTTP, HTTPS, DDNS

E. Telnet, UDP, NNTP, SMTP

Correct Answer: A

QUESTION 3
Which of the following are valid authentication user group types on a FortiGate unit? (Select all that apply.)
A. Firewall

B. Directory Service



C. Local

D. LDAP

E. PKI

Correct Answer: AB

QUESTION 4

The FortiGate unit can be configured to allow authentication to a RADIUS server. The RADIUS server can use several
different authentication protocols during the authentication process. Which of the following are valid authentication
protocols that can be used when a user authentic- ates to the RADIUS server? (Select all that apply.)

A. MS-CHAP-V2 (Microsoft Challenge-Handshake Authentication Protocol v2)

B. PAP (Password Authentication Protocol)

C. CHAP (Challenge-Handshake Authentication Protocol)

D. MS-CHAP (Microsoft Challenge-Handshake Authentication Protocol v1)

E. FAP (FortiGate Authentication Protocol)

Correct Answer. ABCD

QUESTION 5

An administrator has configured a FortiGate unit so that end users must authenticate against the firewall using digital
certificates before browsing the Internet.

What must the user have for a suc- cessful authentication? (Select all that apply.)
A. An entry in a supported LDAP Directory.

B. A digital certificate issued by any CA server.

C. A valid username and password.

D. A digital certificate issued by the FortiGate unit.

E. Membership in a firewall user group.

Correct Answer: BE

QUESTION 6

Which of the following statements is correct regarding a FortiGate unit operating in NAT/Route mode?



A. The FortiGate unit applies NAT to all traffic.

B. The FortiGate unit functions as a Layer 3 device.

C. The FortiGate unit functions as a Layer 2 device.

D. The FortiGate unit functions as a router and the firewall function is disabled.

Correct Answer: B

QUESTION 7

In addition to AntiVirus services, the FortiGuard Subscription Services provide IPS, Web Filter- ing, and
services.

Correct Answer: antispam

QUESTION 8

Which of the following statements is correct regarding URL Filtering on the FortiGate unit?

A. The available actions for URL Filtering are Allow and Block.

B. Multiple URL Filter lists can be added to a single Web filter profile.

C. A FortiGuard Web Filtering Override match will override a block action in the URL filter list.
D. The available actions for URL Filtering are Allow, Block and Exempt.

Correct Answer: D

QUESTION 9

Which of the following statements are true regarding Local User Authentication? (Select all that apply.)

A. Local user authentication is based on usernames and passwords stored locally on the FortiGate unit.

B. Two-factor authentication can be enabled on a per user basis.

C. Administrators can create an account for the user locally and specify the remote server to verify the password.
D. Local users are for administration accounts only and cannot be used for identity policies.

Correct Answer: ABC

QUESTION 10



Which of the following are valid components of the Fortinet Server Authentication Extensions (FSAE)? t all that apply.)
A. Domain Local Security Agent.

B. Collector Agent.

C. Active Directory Agent.

D. User Authentication Agent.

E. Domain Controller Agent.

Correct Answer: BE

QUESTION 11

A firewall policy has been configured for the internal email server to receive email from external parties through SMTP.
Exhibits A and B show the antivirus and email filter profiles applied to this policy. Exhibit A:
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Exhibit B:



View Email Filter Profile
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What is the correct behavior when the email attachment is detected as a virus by the FortiGate antivirus engine?

A. The FortiGate unit will remove the infected file and deliver the email with a replacement message to alert the recipient
that the original attachment was infected.

B. The FortiGate unit will reject the infected email and the sender will receive a failed delivery message.

C. The FortiGate unit will remove the infected file and add a replacement message. Both sender and recipient are
notified that the infected file has been removed.

D. The FortiGate unit will reject the infected email and notify the sender.

Correct Answer: B

QUESTION 12

Which of the following Regular Expression patterns will make the term "bad language” case in- sensitive?
A. [bad language]

B. /bad language/i

C. ilbad language/

D. "bad language"

E. /bad language/c



Correct Answer: B
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