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QUESTION 1

What does a hypervisor enable? 

A. high-speed searching of already aggregated security log files 

B. high-speed aggregation and viewing of security log files 

C. multiple physical machines to be configured into a high-performance cluster 

D. multiple guest operating systems to run on a single physical machine 

Correct Answer: D 

 

QUESTION 2

A firewall located on an organization\\'s network perimeter can be used to protect against which type of attack? 

A. a malicious SaaS application file accessed from an unmanaged mobile phone 

B. ransomware installed from an infected USB drive 

C. malware installed on the laptop by a disgruntled employee 

D. a malicious PDF file located on an internet website 

Correct Answer: D 

 

QUESTION 3

Which type of cloud computing deployment makes resources exclusively available to members of a single
organization? 

A. local 

B. private 

C. hybrid 

D. public 

Correct Answer: B 

 

QUESTION 4

Review the exhibit and identify the type of vulnerability or attack that is commonly used against this technology. 



A. phishing 

B. denial-of-service 

C. code-injection 

D. password cracking 

Correct Answer: D 

 

QUESTION 5

To which type of organization does the PCI DSS apply? 

A. any organization that accepts, transmits, or stores any cardholder data 

B. organizations that only accept cardholder data regardless of size or number of transactions 

C. only organization larger than 100 employees that accept, transmit, or store any cardholder data 

D. organization that only transmit data regardless of size or number of transactions 

Correct Answer: A 

 

QUESTION 6

Which security principle describes the practice of giving users the minimum rights to access the resources necessary to
do their jobs? 

A. known privilege 

B. least privilege 

C. user privilege 

D. lowest privilege 

Correct Answer: B 



 

QUESTION 7

During which step of the cyber-attack lifecycle is a user\\'s web browser redirected to a webpage that automatically
downloads malware to the endpoint? 

A. delivery 

B. weaponization 

C. reconnaissance 

D. command-and-control 

Correct Answer: A 

 

QUESTION 8

In which type of cloud computing service does an organization own and control application data, but not the
application? 

A. platform as a service 

B. computing as a service 

C. infrastructure as a service 

D. software as a service 

Correct Answer: D 

 

QUESTION 9

From which resource can a Palo Alto Networks firewall get URL category information for URLs whose categories cannot
be found on the firewall? 

A. App-ID database 

B. WildFire 

C. PDF file 

D. PAN-DB database 

Correct Answer: D 

 

QUESTION 10

DRAG DROP 



Match the common TCP/IP protocol with its corresponding port(s). 

Select and Place: 

Correct Answer:  



 

QUESTION 11

Identify a weakness of a perimeter-based network security strategy to protect an organization\\'s endpoint systems. 

A. It cannot identify command-and-control traffic. 

B. It cannot monitor all potential network ports. 

C. It assumes that all internal devices are untrusted. 

D. It assumes that every internal endpoint can be trusted. 

Correct Answer: D 

 

QUESTION 12

Which security component should you configure to block viruses not seen and blocked by the perimeter firewall? 

A. strong endpoint passwords 

B. endpoint disk encryption 

C. endpoint antivirus software 

D. endpoint NIC ACLs 



Correct Answer: C 
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